Edimax VPN-Router Case Study (Client to Site)

EDisaAX
Technical Support
This FAQ is applied to the Edimax model and operation

systems:
BR-6304Wg and Windows 2000/XP only.

1. Introduction:

For many small companies, the costs associated with deploying a VPN
(virtual private netwrok) network for helping the mobil workers to make the most
use of the server resources of the company, like checking the inventory in the
database, copying files in the file server or sending e-mails via Microsoft outlook
is not affordable and the deployment is difficult to be achieved without
outsourcing.

Fortunately, the Edimax VPN router (BR-6304Wg) offers economic and
user-friendly solution to deploy a small-size VPN netowork in ten minutes. We’'ll
detail how VPN help mobil workers to access the servers located in the company
easily and securely, and how to configure the BR-6304Wg to form a small-size
VPN network.

The scenario without
' BR-6304Wg (VPN router) y

=4
_— .
courtesy visit

Let say, you have an employee serving as a sales person, whose name is
Tom. Tom takes inventory for ensuring whether the purchase order can be
accepted using the inventory application. Also, he searches the files saved in the
file server. Then, Tom downloads all the e-mails from the mail server to his PC



and replies them with the Microsoft outlook. All these routine jobs can only be
done when Tom is in the office. What if Tom visits his client outside the office?
Without VPN network, He can not take inventory, neither can he copy the files in
the file server or send e-mails via the outlook, as he does in the office. (as
illustrated in the figure-1)

Without VPN network, your sales persons are required to call his/her sales
assistant in the office to do these jobs.

However, with VPN network, your sales persons can do all these routine jobs
personally and securely. (as illustrated in the figure-2)
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To achieve the above-mentioned goal for Tom to access the server resources

outside the office, you must complete both the configuraiotn in the BR-6304Wg
and the laptop PC for Tom.

2. Configuration in the router for this VPN deployment.

Presumabally, your office has deployed a BR-6304Wg with a public WAN IP,
62.63.64.65, and you’d like to allow Tom to use the VPN network.




The followings are the steps in the BR-6304Wg.

1. Write down the WAN IP assigned by the ISP
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IP Address
Subnet Mask : 255.255.255.255
Default Gateway 59.121.128 254
MAC Address 00:0E:2E:TA.CF4C
Primary DNS 168.95.192.1
Secondary DNS : 168.95.1.1

2. Create the VPN account in the router

2.1 Enable the VPN function
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2.2 Press “Continue”
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3. Configuration in the Windows XP.
Followings are the steps in the Wondows XP of Tom’s PC.

3.1 Click the “Network Connection” in the “Control Panel”

3.2 Click the “New Connection Wizard”.



3.3 Click “Next".

3.4 Pick “Connect to the network at my workplace”.



3.5 Click “Virtual Private Network connection”.

3.6 Enter your preferred name.



3.7 Enter the public WAN IP of your BR-6304Wg.

3.8 Click “Finished”



3.9 Enter the user name and password required by the BR-6304Wg and click the
"Properties” button.

3.10 Unecheck the “Require data encryption under the “Security” tab.



3.11 Click “Settings” button under the “Advanced” option.

3.12 check the “Unencryptioned password(PAP).



4. Conclusion

At this stage, Tom can access the Internet in the client’s office while also use
the server resources located in the company’s office. Everytime when Tom’d like
to do this outside the office at the Café resturstant or at home, all he needs to do
is to click the icon of “XXX Company VPN Network” after gaining Internet
access.



