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1. Product Introduction

1.1. Package Contents

Before you start using this product, please check if there is anything missing in
the package and contact your dealer to claim the missing item(s):

®ADSL2+ router

® 12V power adapter

® RJ-45 Ethernet cable

® RJ-11 telephone line x 2

® Quick installation guide

® CD containing setup wizard, user manual
® ADSL Splitter

® 5dBi antenna

1.2. System Requirements

Recommended system requirements are as follows.

® A 10/100 base-T Ethernet card installed in your PC.

® A hub or Switch (connected to several PCs through one of the Ethernet
interfaces on the device).

® Operating system: Windows 98 SE, Windows 2000, Windows ME,
Windows XP, Windows 7, Windows 8/8.1.

® Internet Explorer V5.0 or higher, Netscape V4.0 or higher or Firefox 1.5
or higher.

1.3. Safety Precautions

Follow the following instructions to prevent the device from risks and
damage caused by fire or electric power:
® Use volume labels to mark the type of power.
® Use the power adapter included within the package contents.
® Pay attention to the power load of the outlet or prolonged lines. An
overburdened power outlet or damaged lines and plugs may cause an
electric shock or fire. Check the power cords regularly. If you find any
damage, replace it at once.
® Proper space left for heat dissipation is necessary to avoid damage
caused by overheating to the device. The long and thin holes on the
device are designed for heat dissipation to ensure that the device
works normally. Do not cover these heat dissipation holes.
® Do not put this device close to heat sources or high temperatures. Keep
the device out of direct sunshine.



® Do not put this device close to a place where it is damp or wet. Do not
spill any fluid on this device.

® Do not connect this device to any PCs or electronic products, other than
those which you are instructed or recommended to do so in the
product’s documentation, by our customer engineers or by your
broadband provider — connecting to incorrect devices may cause a fire
risk.

® Place this device on a stable surface.

1.4. LED Status & Button Definitions
Front Panel

LED Color Status Description
Power | Green On ADSL2+ router is on.
© Off ADSL2+ router Is off.
Red On ADSL broadband initial self-test failed or upgrading
firmware.
ADSL Green On ADSL line is synchronized and ready to use.
Slow Flashing | ADSL synchronization failed ( please refer to
Note i. below)
Quick Flashing | ADSL negotiation is in progress.
Internet | Green On Internet connected in router mode
Flashing Internet activity (transferring/receiving data) in
router mode.
Off Device in bridged mode.
Red On Internet not connected in router mode
(Please refer to Note ii. below).
LAN1-4 | Green On LAN port connected.
Flashing LAN activity (transferring/receiving data).
Off LAN port not connected.




WLAN Green

|.'||I
| |
i

On Successful WLAN connection.

Flashing WLAN activity (transferring/receiving data).

Off WLAN connection failed.
WPS Green Off WPS is disabled.
Flashing WPS is enabled and waiting for client to negotiate.
LL] Notei. If the ADSL LED is off, please check your Internet connection.
Refer to A. Hardware Installation for more information
about how to connect the router correctly. If all connections
are correct, please contact your ISP to check if there is a
problem with your Internet service.
ii. If the Internet LED is red, please check your ADSL LED first.
If the ADSL LED is off, refer to Note 1. If the green ADSL LED
is ON, please check your Internet configuration. You may
need to check with your ISP that your Internet is configured
correctly.
Rear Panel
e go |
\\; — — — — 5
y
Item Description
Power On/Off
Button Switches the router on or off.
/ \
o
Power Power port for included 12V power adapter.
Wireless
On/Off Button | Switch the wireless signal on or off.

L=
=




Item Description
WPS Button | Activate WPS (Wi-Fi Protected Setup)
LAN 1-4 RJ-45 Ethernet ports 1-4.

Reset Button

Hold for less than 5 seconds to restart the device, and hold for more
than 10 seconds to reset the device to factory default settings.

Line

RJ-11 port for standard telephone line.

IR

USB interface is used to connect a USB device, such as a USB flash disk or
printer. Users can access and share the USB storage disk or use the printer
device connecting to the router.

1.5. Features

The device supports the following features:

Various line modes

External PPPoE dial-up access
Internal PPPoE/PPPoOA dial-up
access
1483Bridged/1483Routed with
dynamic ip or static ip
Multiple PVCs (8 PVCs
supported)

DHCP server/relay

Static route

Network Address
Translation(NAT)

DMZ

Virtual Server

Universal plug and play (UPnP)

Dynamic Domain Name
Server(DDNS)

One-level password and
username

Network Time Protocol(NTP)
Firmware upgrading through
Web, TFTP, or FTP

Resetting to factory defaults
through Reset button or Web
Diagnostic test

Web interface

Telnet CLI

IP/MAC/URL Filter
Application layer service
QO0S

Port binding




2. Hardware Installation

1. Connect the ADSL line.
Connect the line port of the router of the device to the modem interface of a
splitter using a telephone cable. Connect a telephone to the Phone interface
of the splitter using a telephone cable. Connect the Line interface of the
splitter to your existing, incoming line.

The splitter has three interfaces:

® Line: Connect to a wall phone jack (RJ-11 jack).
® Modem: Connect to the ADSL jack of the device.
® Phone: Connect to a telephone set.

2. Connect the router to your LAN network.

Connect the LAN interface of the router to your PC, hub or switch using an
Ethernet cable.

3. Connect the power adapter to the router.

Plug one end of the power adapter into a wall outlet and connect the other
end to the 12V interface of the device.

The following diagrams show how to correctly connect the router, PC,
splitter and the telephone sets under two different configurations:

Configuration 1

0 shows the correct connection of the router, PC, splitter and the telephone
sets, with no telephone set placed before the filter.

i [ememes o

RJ-45
RJ-11
Power Adapter
=] MODEM ‘ IJ:!

LINE

PHONE ——
o \ (=]
Wall outlet Splitter PC
with ADSL Service -

@ Power Qutlet
)

Telephone Set Telephone Set

Figure 1 —Connection diagram
(Without connecting telephone sets before the filter)



Configuration 2
0 shows the correct connection when a telephone set is installed before the
filter.

R

( Wses gc |
- v

RJ-45
RJ-11
. . Power Adapter

MODEM =
] LINE ‘ ‘]

PHONE N EI

\

Wall outlet Splitter PC
with ADSL Service -

FILTER > B> Power Outlet

\% )
Telephone Set  Telephone Set

s
-/
Telephone Set

Figure 2 - Connection diagram
(Connecting a telephone set before the filter)

L1 Note:
When Configuration 2 is used, the filter must be installed close to the
telephone cable. Do not use the splitter to replace the filter.

Installing a telephone directly before the splitter may lead to failure of
connection between the device and the central office, or failure of Internet
access, or slow connection speed. If you really need to add a telephone set
before the splitter, you must add a micro filter before a telephone set. Do
not connect several telephones before the splitter or connect several
telephones with the micro filter.

4. Check the ADSL LED status.

Please check the ADSL LED on the front panel. This light indicates the status of
your ADSL broadband through your telephone line. If the light is on, you can
continue setup. However if the light is flashing, there is no broadband line
detected. Please call your Internet Service Provider (ISP) and inform them
about the flashing ADSL light to resolve the issue.

5. Firewall settings.
Please turn off all personal firewalls before you continue the setup — firewalls
can block communication between your PC and router.

Note: You must use the power adapter included in the package with the
router, do NOT attempt to use a third-party power adapter.
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6. PCLAN IP configuration.

Configure your PC’s LAN settings to automatically obtain an IP address from
the router by following the steps below:

1. Click “Start” and then select
“Control Panel”.

J Administrator

[ i B0

Cleman L) My R [ocusments

m Tioer' VeTioumi XP

Flet ared Setiinegs Trarahesr
= Virard

2. Click “Switch to Classic View” in
the top left to show additional
setting icons.

" Comkrol Fane

b

ﬂ.“‘" Control Panel

3 Switch to Classic View

3. Locate the “Network Connections” icon and double-click to open
network connection settings.

w g' 5 ) - owth
ki, [ Comerd mrel
|

Network
Connection
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4. Select the “Local Area

- DX
s Fpeote Doos Advapoed ep I

Connection” icon and S 0L Al EaRElE 4 Disable
right-click it to open | P—— Status

m Repair

i Cormectors

PE— Bridge Connections

the sub-menu, then
select “Properties”.

Create Shortcut

ey PR Py B Eohme Adoned

5. Select “Internet Protocol (TCP/IP)” and then click “Properties”

4 Local Area Connection Properties

Genesal | Aushenication | Advanced

Connacteing

B AMDPCHET Family PCIERamat Adap

Thit EEANBES0N Uiad s Falliwing dar |

Properties

Chandfor Maosod Meteorks

= %F:} and Prictins Sharing toe Macioso® Metwarks 1
o

DS Packe S hbdulin

] Bher igcnin nobfic abon sesa when connached
N:-Irr.rl\-r whan fhes conneeCiaon haes lmed or no comnacinvty

l

[ oK | [ Cancal

6. Ensure that “Obtain an IP address automatically” and “Obtain DNS
server address automatically” are selected and then press “OK”.

Internet Protocol (TCPAP) Properties
General | Azermnate Cosfiguration
Yoo can gl P seiings assignoed aucmatically i your nabeork supports ths

capabity, Dhanvits. vou nead 19 Bk yoer bk adminadrancd for ha
appropriate IF seBings.

(8)btain an P addness aulcmancaly]

D Uge he folowng IP addiss:

@ Obtain an IP address automatically

- TR,

E‘l Optain DME server addeess automaticaly
1 sy the ollowing DINS server addresses:

| (@ Obtain DNS server address automatically

—




3. IP Address Setting

To use the router to access the Internet, the PCs in the network must have an
Ethernet adapter installed and be connected to the router either directly or
through a hub or switch. The TCP/IP protocol of each PC must be installed and
the IP Address of each PC has to be set in the same subnet as the router.

The router’s default IP Address is 192.168.2.1 and the subnet mask is
255.255.255.0. PCs can be configured to obtain IP Address automatically
through the DHCP Server of the router or a fixed IP Address in order to be in
the same subnet as the router. By default, the DHCP Server of the router is
enabled and will dispatch IP Address to PC from 192.168.2.100 to
192.168.2.199. It is strongly recommended to set obtaining IP address
automatically.

This section shows you how to configure your PC so that it can obtain an IP
address automatically for either Windows 95/98/Me, 2000 or NT operating
systems. For other operating systems (Macintosh, Sun, etc.), please follow the
manual of the operating system. The following is a step-by-step illustration of
how to configure your PC to obtain an IP address automatically for Windows 8,
Windows 7, Windows Vista and Windows XP.

3.1. Windows 8

1. From the Windows 8 Start screen, you need to switch to desktop mode.
Click the Desktop icon in the bottom left of the screen.

ponycihang A

with Windows 8 G l
on Your New Dell 008 e
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2. Click the Network icon ™ and then select Open Network and Sharing
Center to open the Network and Sharing Center window.

3. Click Ethernet to open the Ethernet Status window, and then select
Properties. The Local Area Connection window will appear.

14
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Fie Edit View Tools Help

7 ) Control Panel » Al Control Panelltems » Network and Sharing Center

Control Panel Home.

Change adapter settings
Change advanced sharing
settings

View your basic network information and set up connections

View your active networks

Network 2
Private netwrk

Network and Sharing Center

Chenge your networking settings

i Setup anew connection or network
* Setupabroadband, dial-up, or VPN connection: or set up a router or aceess poit.

Diagnose and repair network problems, o get troubleshooting information.

4. Check your list of Network Components. Select Internet Protocol Version 4
(TCP/IPv4) and click the Properties button.

&F Broadcom 440« 10/100 Integrated Controller
This connection uses the following tems:

™ 8 Fie and Printer Sharing for Microsoft Networks
[J - Microsoft Network Adapter Muttiplexor Protocol
W -+ Microsoft LLDP Protocol Driver

W -2 Link-Layer Topology Discovery Mapper 1/Q Driver

v J-LI*L!EH‘TWMH}'M

Uninstall

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.
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5. In the Internet Protocol Version 4 (TCP/IPv4) Properties window, select
Obtain an IP address automatically and Obtain DNS server address

automatically as shown on the following screen.
Internet Protocol Version 4 (TCP/IPv4) Properties ? e

General | plternate Configuration
You can get [P settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

>
< (@) Obtain an IP address automatically )

() Use the following IP address:

e >
(@) Obtain DNS server address automatically
() Use the following DNS server addresses:

Advanced...

( | 0K | )Cancel

6. Click OK (shown above) to confirm the setting. Your PC will now obtain an
IP address automatically from your router’s DHCP server.

Note: Please make sure that the router’s DHCP server is the only DHCP server
available on your LAN.

3.2. Windows 7
1. Click the Start button and select Control Panel. Double click Network and
Internet and click Network and Sharing Center, the Network and Sharing

Center window will appear.

2. Click Change adapter settings and right click on the Local Area Connection
icon and select Properties. The Local Area Connection window will appear.

3. Check your list of Network Components. You should see Internet Protocol
Version 4 (TCP/IPv4) on your list. Select it and click the Properties button.

16



4. Inthe Internet Protocol Version 4 (TCP/IPv4) Properties window, select
Obtain an IP address automatically and Obtain DNS server address
automatically as shown on the following screen.

Internet Protocol Version 4 (TCP/IPwd) Properties @
General | Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Dbtain an IP address automatically:
Use the following IP address:

@ Obtain DNS server address automatically

Use the following DMNS server addresses:

Validate settings upon exit | Achie=d |

[ OK ] | Cancel |

5. Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your router’s DHCP server.

Note: Please make sure that the router’s DHCP server is the only DHCP server
available on your LAN.

3.3. Windows Vista

1. Click the Start button and select Settings and then select Control Panel.
Double click Network and Sharing Center, the Network and Sharing Center
window will appear.

2. Click Manage network connections and right click on the Local Area
Connection icon and select Properties. The Local Area Connection window

will appear.

3. Check your list of Network Components. You should see Internet Protocol
Version 4 (TCP/IPv4) on your list. Select it and click the Properties button.

17



4. In the Internet Protocol Version 4 (TCP/IPv4) Properties window, select
Obtain an IP address automatically and Obtain DNS server address
automatically as shown on the following screen.

Internet Protocol Version 4 (TCP/IPv4) Properties |M

| General | Alternate Conﬁguration?

You can get IP settings assigned automatically if vour network supports
this capability., Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Dbtain an IP address automaticallyi

™) Use the following IP address:

(@ Obtain DNS server address automatically

(71 Use the following DMS server addresses:

| Advanced... |

[ OK H Cancel |

5. Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your router’s DHCP server.

Note: Please make sure that the router’s DHCP server is the only DHCP server
available on your LAN.

3.4. Windows XP

1. Click the Start button and select Control Panel and then double click
Network Connections. The Network Connections window will appear.

2. Right click on the Local Area Connection icon and select Properties. The
Local Area Connection window will appear.

3. Check your list of Network Components. You should see Internet Protocol
[TCP/IP] on your list. Select it and click the Properties button.

18



4. In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP
address automatically and Obtain DNS server address automatically as
shown on the following screen.

Internet Protocol (TCP/IP) Properties

General | Altemnate Configuration

“ou can get IP settings azsigned automatically if pour network: supparts
thiz capability. Othenwize, you need to azk your nebwaork, administrator for
the appropriate 1P settings.

(%) Obtain an IP address automatically
(T Uze the follawing |P address:

(#)ilbtain DNS server address autorahicall

(T Use the follawing DM5S server addresses:

[ ak. H Cancel ]

5. Click OK to confirm the setting. Your PC will now obtain an IP address
automatically from your router’s DHCP server.

Note: Please make sure that the router’s DHCP server is the only DHCP server
available on your LAN.

19



4. EZmax Setup Wizard

You can configure the router by running the setup wizard on the CD-ROM
included in the package contents. The wizard enables you to configure your
Internet connection, upgrade the firmware and change the router’s
password. Please follow the instructions below.

Alternatively, if you lose the CD-ROM or prefer a web based setup, you can
login to the ADSL router using Internet Explorer, and configure the router
from there using the web-based interface. Instructions for how to do so can
be found in 5. Web Configuration.

4.1. Setup Wizard
1. When you start the setup wizard, you will see the following screen. Please
follow the on screen instructions.

= | | - ® [ =i

Wizard Quick Guide Usar Manual EXIT

EZMAX Wizard will guide you to setup the Internet
connection, Wireless ESSID, Wireless Security and

perform Firmware Upgrade.

@

2. Please select your product.

Product Type

AR-?288WnB

20




3. Please ensure all hardware is correctly installed. Check the box and click
“Next”.

nter the Wizard of AR-series

LN T8

Connect the supplied RJ-11 telephone cable to the ADSL port and connect it to your
telephone socket with an ADSL filter. Then, connect the supplied Ethernet cable from
your computer to the LAN port 2. (For wireless router, please do not use wireless
connection. It's recommended to use Ethernet cable connection for this setup)

@ RJ-45 Ethemet Cable
Internet
i |
( lmees gc | 4

ADSL Modem Router PC

RJ-11 Phone Cable
ES, | have connected the cables correcily.

4. Select your country and ISP. If your ISP is not listed, select “Other” from the
list and refer to 4.2. Internet Connection Type.

Internet Connection
AR-7288WinA Configuring

Select your country and ISP. If the country or ISP is not listed, please select
“Others” from the list.

T —
Country: Australia -
ISP: Telstra Bigpond -
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5. Enter your ISP’s username and password and click “Apply”. On the next
screen, click “Apply” again.

& | Y

Wireless Firmware
Security Upgrade Quick Guide User Manual

Internet Connection
AR-T288WnA CO nﬂguring

Enter your ISP’s username and password. (Your ISP should have provided
this information to you. Please contact your ISP if you forget the username

or password)

Username:

Password:

EDI

METWORKING PECPLE TOGETHER

Settings Overview
AR_7288V/nA Configuring

Country: |Australia
ISP: |Telstra Bigpond
VPI: |3

vel: |35

Connection Type: |ADSLTYPE_PPPOE_LLC
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6. Please wait while the router connects to the Internet. When the router is
connected successfully, you will see the screen below.

AR-7283WnA Configuring

The router is connecting to the Internet, please wait........ !

Q

The router is connecting to the Internet, please wait........ !

Q

4.2. Internet Connection Type
If your country or ISP is not listed, please select “Other” from the list.

& « W & [0 =

Wireless Firmware
ESSID Security Upgrade Quick Guide User Manual EXIT

Internet Connection
AR-7188WnA Conﬂguring

Select your country and ISP. If the country or ISP is not listed, please select
“Others” from the list.

Country: Other

ISP:

Then select your Internet connection type and click “Next”. If you are not
sure, please contact your Internet Service Provider (ISP).
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Wireless Firmware
ESSID Security Upgrade Quick Guide User Manual EXIT

Internet Connection Type
AR-7183WnA Configuring

Please select your Internet Connection Type.
If you are not sure, please contact your Internet Service Provider (ISP).

PRPoE/PPPoA (ISP provides you “Username” , “Password"” and “VCI")
Britige Mode (ISP provides you “VPI" and “VCI” only)
Dygamic IP Address (ISP provides you “VPI" and “VCI" only)

Static IP Address (ISP provides you "IP Address eg : 168.95.1.1" and “VPI™")

(Back (x|

Depending on your selection, please refer to the appropriate chapter:
4.2.1. PPPoE/PPPOA

4.2.2. Bridge Mode

4.2.3. Dynamic IP Address

4.2.4. Static IP

PPPoE/PPPOA PPPoE (PPP over Ethernet) and PPPoA (PPP
over ATM) are common connection methods
used for xDSL.

Bridge Mode Bridge Mode is a common connection method
used for xDSL modems.

Dynamic IP Obtain an IP address automatically from your
Address service provider.

Static IP Address  Uses a static IP address. Your service provider
gives a static IP address to access Internet
services.

24



4.2.1.

User Name

Password

VPI

V(I

Connection type

PPOE/PPPOA

& o« %W & [MO A

Wireless Firmware
ESSID Security Upgrade Quick Guide User Manual

PPPOE/PPPOA

AMR7188WnA | Configuring

Enter your ISP’s username and password. (Your ISP should have
provided this information to you. Please contact your ISP if you forget
the username or password)

User Name:
Password:
VPI: (0~255)
Vel | (32~65535)

Connection Type: -

EXIT

Enter the username exactly as your ISP assigned.

Enter the password that your ISP has assigned to you.

Virtual path identifier (VPI) is the virtual path
between two points in an ATM network. Its valid
value is in the range of 0 to 255. Enter the correct VPI
provided by your ISP. By default, VPI is set to 8.

Virtual channel identifier (VCI) is the virtual channel
between two points in an ATM network. Its valid
value is in the range of 32 to 65535 (0 to 31 is
reserved for local management of ATM traffic). Enter
the correct VCI provided by your ISP. By default, VCl is

set to 35.

Please check with your ISP the method of

multiplexing. In PPPoE/PPPoA mode, please select
“PPPoE LLC”, “PPPoE VCMUX”, “PPPoA LLC” or

“PPPoA VCMUX".
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4.2.2. Bridge Mode

& o Y

Wireless Firmware

AR-7188WnA

Enter the Bridge Information of Your ISP i

ESSID Security Upgrade

Bridge Mode
Configuring

VPI: (0~255)
VCl: (32~65535)

Connection Type: -

VPI

V(I

Connection Type

Virtual path identifier (VPI) is the virtual path
between two points in an ATM network. Its valid
value is in the range of 0 to 255. Enter the correct VPI
provided by your ISP. By default, VPI is set to 8.

Virtual channel identifier (VCI) is the virtual channel
between two points in an ATM network. Its valid
value is in the range of 32 to 65535 (0 to 31 is
reserved for local management of ATM traffic). Enter
the correct VCI provided by your ISP. By default, VCl is
set to 35.

Please check with your ISP the method of
multiplexing. In Bridge Mode, please select
“ADSLTYPE_ROUTER_LLC” or
“ADSLTYPE_ROUTER_VCMUX".
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4.2.3. Dynamic IP Address

& o N & O

Wireless Firmware
ESSID Security Upgrade Quick Guide User Manual

Dynamic IP Address

AR-7188VWnA Configuring
Enter the Dynamic Connection Information of Your ISP
VPI: | (0~255)

vel: | (32~65535)

Connection Type: -

Virtual path identifier (VPI) is the virtual path
between two points in an ATM network. Its

VPI valid value is in the range of 0 to 255. Enter
the correct VPI provided by your ISP. By
default, VPl is set to 8.

Virtual channel identifier (VCI) is the virtual
channel between two points in an ATM
network. Its valid value is in the range of 32 to

VCI 65535. (0 to 31 is reserved for local
management of ATM traffic) Enter the correct
VCI provided by your ISP. By default, VCl is set
to 35.

Connection Type Please check with your ISP the method of

multiplexing. In Bridge Mode, please select
“ADSLTYPE_ROUTER_LLC” or
“ADSLTYPE_ROUTER_VCMUX".
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4.2.4. StaticlP

& o % & 1O

Wiraless Firmware
ESSID Security Upgrade Quick Guide User Manual EXIT

Static IP

AR-7188WnA Configuring

Enter the Static IP Address Information of Your ISP

vei | (0~255)
vel: (32~65535)
IP Address:
Subnet mask:
ISP Gateway:

Connction Type: A

Virtual path identifier (VPI) is the virtual path
between two points in an ATM network. Its

VPI valid value is in the range of 0 to 255. Enter
the correct VPI provided by your ISP. By
default, VPl is set to 8.

Virtual channel identifier (VCI) is the virtual
channel between two points in an ATM
network. Its valid value is in the range of 32 to

VCI 65535. (0 to 31 is reserved for local
management of ATM traffic) Enter the correct
VCI provided by your ISP. By default, VCl is set
to 35.

Static IP Address  Enter the IP Address assigned by your ISP.
IP Subnet Mask Enter the Subnet Mask assigned by your ISP.
Gateway Enter the Gateway assigned by your ISP.
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Connection Type Please check with your ISP the method of
multiplexing. In Bridge Mode, please select
“ADSLTYPE_ROUTER_LLC” or
“ADSLTYPE_ROUTER_VCMUX".

4.3. Firmware Upgrade

The wizard includes a tool to upgrade the router’s firmware. Firmware can
be downloaded from the Edimax website; if you wish to upload new
firmware, select “Firmware Upgrade” from the menu across the top of the
screen.

& o (%) & 1O =i

Wireless Firmware
ESSID Security Upgrade Quick Guide User Manual EXIT

Firmware Upgrade
AR-T233WNA Configuring

To upgrade the firmware, please download the latest firmware from
Edimax website. Save and unzip the firmware file to a directory in your
computer. Click on “Browse” to browse to the firmware file. Then Click
on “Confirm” to start the firmware upgrade.

Warning: DO NOT interrupt during the upgrade.

=

After the firmware upgrade, please reset the router back to factory default so that
the new firmware can take effect. Then run EZMAX Wizard to setup the router to
the internet. All other functions are on top menu
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5. Web-Based Management

The router can also be configured using the web-based configuration interface.
Follow the instructions below.

5.1. Accessing the Router
To access the web-based configuration interface:

1. Open the Internet Explorer (IE) browser and enter http://192.168.2.1.

2. In the Login page that is displayed, enter the username and password.

® The username and password of the super user are admin and 1234.

=2
2\A ¢

1;1.| L

DSL Rouker

Lser name: £ admin v

Password: LTI Y

Pemember my password:

i Ik i [ Cancel

LL) Note:
In the Web configuration page, the settings can be saved permanently.

After logging in to the DSL router as a super user, the page shown as the
following figure appears. You can query, configure, and modify all the
settings, and diagnose the system.

30


http://192.168.2.1/

EDIMAX

Device Info Device Info
Quick start
e T Board ID: 06318REF
Wireless Model Name: AR-7288Wna
Diagnostics Serial Number: 021018432101
Management -
Build Timestamp: 201405220811
Software Version: Vi1.0.1

Bootloader (CFE) Version: 1.0.38-114.170

DSL PHY and Driver Version: | A2pG038i.d24h

Wireless Driver Version: 6.30.163.23.cped.12L

Uptime: 0D OH BM 355

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): 1]

Line Rate - Downstream (Kbps): |0
LAN IPv4 Address: 192.168.2.1
Default Gateway:

Primary DNS Server: 0.0.0.0

Secondary DNS Server: 0.0.0.0
LAN IPv6 Address:
Default IPv6 Gateway:

Date/Time: Sat Mow 19 00:00:28 2011

5.2. Device Info

Choose Device Info, and the submenus of Device Info are shown as below:
You can view the basic information of the router and running status of all
interfaces.

Device Info
Quick start
Advanced Setup
Wireless
Diagnostics
Management

5.3. Advanced Setup

Click Advanced Setup and the submenus of Advanced Setup appears. In this
section, you can set the parameters of the router to connect to the internet

5.3.1. Layer2 Interface

® ATM Interface

For the first time to configure your router, you need to add at least an ATM
Interface.
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Stepl Choose Advance Setup > Layer2 Interface > ATM Interface, and the

following page appears. In this page, you can add or remove the DSL
ATM Interfaces.

DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

Peak Cell Sustainable Cell Max Burst Min Cell Link Connection
Rate(cells/s) Rate(cells/s) Size{bytes) Rate(cells/s) Type Mode

DSL
Latency

Interface | Vipi | Vci Category IP QoS Precr?,;‘:?:;fght Remove

Step 2 In this page, click Add to add an ATM interface, and the following
page appears.

ATM PVC Configuration

This screen allows you to configure a ATM PVC.

VPL ID [0_255]

VCIL |35 [32-65535]

Select DSL Latency
¥ Fatho (Fast)
[T Pathl (Interleaved)

Select DSL Link Type (EoA is for PPPoE, IPoE, and Bridge.)

¥ EogA

" PPPoA

0 IPoA

Encapsulation Mode: |LLC,’SNAP—BRIDGIHG |
Service Category: |UBR Without FCR |

Select Scheduler for Queues of Equal Precedence as the Default Queue
' Weighted Round Robin
€ wWeighted Fair Queuing

Default Queue Weight: Il [1-83]

Default Queue Precedence: I8 [1-8] {lower value, higher priarity)
VC WRR Weight: [ [1-63]
VC Precedence: I8 [1-8] (lower value, higher priority)

Mote: WC scheduling will be SP among unequal precedence VC's and WRR among equal precedence VC's.
For single queue VC, the default queue precedence and weight will be used for arbitration.
For multi-queue VC, its VC precedence and weight will be used for arbitration.

Backl Apply/Save |

Step 3 In this page, you can set the parameters of an ATM interface.

Select DSL Link Type to be EoA if you want to add a PPPoE WAN Service.
Keep other parameters as default. Then click Apply/Save. An ATM Interface is
added as the coming page displays.
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DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

Nops DSL Peak Cell Sustainable Cell Max Burst Min Cell Link Connection MPAAL
iy || Latency LT Rate(cells/s) Rate(cells/s) Size{bytes) Rate(cells/s) Type Mode TS Prec/Alg/Wght [ETnE
atmi 0|35 Patho UBR EoA VianMuxMode | Support 8/WRR/1

Add Remove
[East iy LA |

Note:
QoS cannot be set for CBR and Realtime VBR.

® ETH Interface
Choose Advanced Setup > Layer2 Interface > ETH Interface, and the

following page appears.

ETH WAN Interface Configuration

Choose Add, or Rernove to configure ETH WAN interfaces.
Alloww one ETH as layer 2 wan interface.

| Hame | Connection Model Removel

Add Remaove
| WERRRRRRTIN iy IR |

In this page, you can add or remove the DSL ETH Interfaces.
Click the Add button to display the following page. In this page, select a
Ethernet port to configure. After setting, click the Apply/Save button to

enable the settings.

ETH WAN Configuration
This screen allows you to configure an ETH port

Select an ETH port:

IetthethD vl

Back | Apply/Save |

5.3.2. WAN Service
Choose Advance Setup > WAN Service and the following page appears. In
this page, you may add, remove or edit a WAN service.

Wide Area Network (WAN) Service Setup

Choose &dd, Remove or Edit to configure a WAN service over a selected interface.

| Interfacel Description | Type | Vian802.1p | VlanMuxId | Igmp | HATl Firewalll IPv4 | IPv6 | Mid | Remove | Edit | Action |

Add Rermove
| FERRRRRSRIIL B AR

® Adding a PPPoE WAN Service
This section describes the steps for adding the PPPoE WAN service.
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Stepl Inthe Wide Area Network (WAN) Service Setup page, click the
Add button to display the following page. (First a proper ATM
configuration should be added for this WAN service.)

WAN Service Interface Configuration

Select 3 layer 2 interface for this service

MNote: For ATM interface, the descriptor string is (portId_wpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 —> DSL Latency PATHO
portId=1 —-= DSL Latency PATH1
portld=4 -—-= DSL Latency PATHO&L
low =0 --> Low PTM Priority not set
low =1 —-= Low PTM Priarity set
high =0 —= High PTM Priority not set
high =1 —= High PTM Priority set

atm0/{0_8 35)

Back MNext

Step 2 In this page, you can select an ATM Interface for the WAN service.
After selecting the ATM interface, click Next to display the following
page.

WAN Service Configuration

Select WAN service type:
®! PPP gver Ethernet (PPPOE)
IP over Ethernet
Bridging

Enter Service Description: |pppoe_0_0_33

For tagged service, enter valid 802.1P Priority and 802.1Q VLAN ID.
For untagged service, set -1 to both 802.1P Priority and 802.10Q VLAN ID.

Enter 802.1P Priority [0-71: -1
Enter 802.10Q VLAN ID [0-4094]: -1

Back MNext

Step 3 In this page, select the WAN service type to be PPP over Ethernet
(PPPoE). Click Next to display the following page.

34



PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the boxes below, enter the user
name and password that your ISP has provided to you

FFFP Username: I
PPP Password: I

FFPOE Service Name:

Authentication Method:| 4TTO j
MTU[576-1492]: 1400

[T Config KeepAlive

[T Enable Fullcone NAT

[T Dial on demand (with idle timeout timer)

¥/ Enable IPv4 for this service
[T PPP IF extension

[T Use Static IPv4 Address

[T Enable IPv6 for this service

9

Enable PPP Debug Mode

[T Bridge PPPoE Frames Between WAN and Local Ports

Multicast Proxy

[T Enable IGMP Multicast Proxy

Backl Nextl

Step4 In this page, you can modify the PPP username, PPP password,
PPPoOE service name and authentication method.

® PPP Username: The correct user name provided by your ISP.

® PPP Password: The correct password provided by your ISP.

® PPPoE Service Name: If your ISP provides it to you, please enter it. If not,
do not enter any information.

® Authentication Method: The method to testify the entered PPP
username and password. Usually, you can select AUTO.

® Enable Fullcone NAT: NAT is one where all requests from the same
internal IP address and port are mapped to the same external IP address
and port. Furthermore, any external host can send a packet to the
internal host, by sending a packet to the mapped external address.

® Dial on demand (with idle timeout timer): If this function is enabled, you
need to enter the idle timeout time. Within the preset minutes, if the
router does not detect the flow of the user continuously, the router
automatically stops the PPPoE connection. Once it detects the flow (like
access to a webpage), the router restarts the PPPoE dialup. If this function
is disabled, the router performs PPPoE dial-up all the time.

® PPP IP extension: If you want to configure DMZ Host, you should enable it
first.

@ Use Static IPv4 Address: If this function is disabled, the router obtains an
IP address assigned by uplink equipment such as BAS, through PPPoE dial-
up. If this function is enabled, the router uses this IP address as the WAN
IP address.
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® Enable PPP Debug Mode: Enable or disable this function.

® Bridge PPPoE Frames Between WAN and Local Ports: Enable or disable
this function.

® Enable IGMP Multicast Proxy: If you want PPPoE mode to support IPTV,
enable it.

Step 5 After setting the parameters, click Next to display the following
page.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pppl. 1

i|

Back | Next |

Step 6 In this page, select a preferred WAN interface as the system
default gateway interface and then click Next to display the following

page.

DNS Server Configuration

be changed by removing all and adding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interfaces Available WAN Interfaces

pppd. 1

il

Back Nextl

Step 7 In this page, you may select a DNS server interface from the
available WAN interfaces. Click Next, and the following page appears.
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |PFPoE

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: | Disabled
Quality Of Service: | Disabled

Click "&pply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Back Apply/Save

Step 8 In this page, it displays the information about the PPPoE settings.
Click Apply/Save to save and apply the settings.

Adding a MER (IPoE) WAN service
This section describes the steps for adding the MER WAN service.
Step1l Back to the Wide Area Network (WAN) Service Setup page, and
click the Add button to display the following page. (At first, you must
add an ATM interface for this WAN service.)

WAN Service Interface Configuration
Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&1
lows =0 --= Low PTM Priority not set
loww =1 --> Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

atml/ (O_0_36)

Step2 Select an ATM Interface, and then click Next to display the
following page.
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WAN Service Configuration

Select WAN service type:

" PPP over Ethernet (PPFOE)
' 1P over Ethernet

" Bridging

Enter Service Description:|ipoe_0_0_35

For tagged service, enter valid 802.1F Priority and 802.1Q VLAN ID
For untagged service, set -1 to both 802.1F Priority and 802.1Q VLAN
D

Enter 802.1P Priority [0-7]:

I-l
Enter 802.10 VLAN ID [0-4094]: I—l
Backl Nextl

Step 3 In this page, select the WAN service type to be IP over Ethernet,
enter the service description for this service. After setting, click Next to
display the following page.

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings

Motice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC in IPoE mode

If "Use the following Static IPv4/IPv6 address" is chosen, enter the WAN IPv4/IPve address, subnet mask/prefix Length and
interface gateway.

¥ Enable IPv4 for this service

& Obtain an IP address automatically
' Use the following Static IP address

Option 55 Request List : I (e.g:1,3,6,12)

Option 58 Renewal Time: I (hour)

Option 59 Rebinding Time: I (hour)

Option &0 Vendor ID: I

Option 61 IAID: I (8 hexadecimal digits)
Option 61 DUID: I (hexadecimal digit)

Option 125: & Disable ' Enable

Tl Enable IPvé for this service

Back | Nextl

Step4 In this page, you may modify the WAN IP settings. You may select
obtain an IP address automatically or manually enter the IP address
provided by your ISP. Click Next and the following page appears.

Note:

If selecting Obtain an IP address automatically, DHCP will be enabled for PVC
in MER mode.

If selecting Use the following Static IP address, please enter the WAN IP
address, subnet mask and gateway IP address.
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Network Address Translation Settings

Network Address Translation (NAT) allows you to share one Wide Area Network (VWWAN) IP address for multiple computers on your
Local Area Metwork (LAN).

[T Enable NAT

[~ Enable Firewall

Multicast Proxy
[T Enable IGMP Multicast

Backl Nextl

Step 5 In this page, you can set the network address translation
settings,for example, enabling NAT, enabling firewall, and enabling
IGMP multicast. After setting, click Next and the following page appears.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the |ast one the lowest priority if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
atm. 1

j
j

Step 6 In this page, select a preferred WAN interface as the system default
gateway interface and then click Next to display the following page.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system. In ATM mode,
if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used according to
the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority order can
be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

fvailable WAN Interfaces
Interfaces o o

atml. 1

__>|
;l

Backl Nextl
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Step 7 In this page, you may select a DNS server interface from the
available WAN interfaces. After setting, click Next to display the
following page.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP

Connection Type: |IFoE

NAT: Disabled
Full Cone NAT: Disabled
Firewall: Disabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Back | Apply/Save |

Step 8 In this page, it displays the information about the IPoE settings.
Click Apply/Save to save and apply the settings.

Adding a PPPoA WAN service
This section describes the steps for adding the PPPoA WAN service.

Stepl Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page, you
need to add a PVC for PPPoA mode. Click the Add button in the DSL
ATM Interface Configuration page to display the following page.

ATM PVC Configuration
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Step 2 Select the DSL link type to be PPPoA, and select the encapsulation
mode to be VC/MUX (according to the uplink equipment). After setting,
click the Apply/Save button to apply the settings.

Step3 Choose WAN Service and click Add to display the following page.

WAHN Service Interface Configuration
Select a layer 2 interface for this service

Note: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --= DSL Latency PATHO&L
loww =0 --= Low PTM Priority not set
lowe =1 --= Low PTM Priority set
high =0 --> High PTM Priority not set
high =1 --= High PTM Pricrity set

Ia‘tmlf(D_E_SE) vl
Backl Nextl

Step4 Select the proper interface for the WAN service, and then click
Next to display the following page.

WAN Service Configuration

Enter Service Des-:ripticn:Ipppca_l]_8_35

Back | Next |

Step 5 In this page, you may modify the service description. Click Next to
display the following page.

PPP Username and Password

PPF usually requires that you have a user name and password to establish your connection. In the boxes belov, enter the user
name and password that your ISP has provided to you

PPP Username: I

PPP Password:

Authentication Method:| AUTO j
MTU[576-1492]: 1400

[T Config KeepAlive
[T Enable Fullcone NAT

[T Dial on demand (with idle timeout timer)

[¥ Enable IPv4 for this service

[T Use Static IPv4 Address
[T Enable IPvé for this service

[T Enable PPP Debug Mode

Multicast Proxy
[T Enable IGMP Multicast Proxy

Back Nextl
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Step 6 In this page, you can enter the PPP username and PPP password

provided by your ISP. Select the authentication method according to
your requirement. After setting, click Next to display the following page.
PPP Username/PPP Password: The correct user name provided by your
ISP.
Authentication Method: The value can be AUTO, PAP, CHAP, or MSCHAP.
Usually, you can select AUTO.
Enable Fullcone NAT:. NAT is one where all requests from the same
internal IP address and port are mapped to the same external IP address
and port. Furthermore, any external host can send a packet to the
internal host, by sending a packet to the mapped external address.
Dial on demand (with idle timeout timer): If this function is enabled, you
need to enter the idle timeout time. Within the preset minutes, if the
modem does not detect the flow of the user continuously, the modem
automatically stops the PPPoA connection. Once it detects the flow (like
access to a webpage), the modem restarts the PPPoA dialup. If this
function is disabled, the modem performs PPPoA dial-up all the time. The
PPPoA connnection does not stop, unless the modem is powered off and
DSLAM or uplink equipment is abnormal.
Enable IPv4 for this service: Check this checkbox, this interface will
support IPv4.
Use Static IPv4 Address: If this function is disabled, the modem obtains
an IP address assigned by an uplink equipment such as BAS, through
PPPoA dial-up. If this function is enabled, the modem uses this IP address
as the WAN IP address.
Enable IPv6 for this service: Check this checkbox, this interface will
support IPv4.
Enable PPP Debug Mode:Enable or disable this function.

Enable IGMP Multicast Proxy: If you want PPPoE mode to support IPTV,
enable it.
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Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pppoal

ﬂ
j

Eackl Nextl

Step 7 In this page, select a preferred WAN interface as the system default
gateway interface and then click Next to display the following page.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addresses for the system. In ATM mode,
if only a single PVC with IPoA or static IPoE protocol is configured, Static DNS server IP addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used according to

the priority with the first being the higest and the last one the lovest priority if the WAN interface is connected. Priority order can
be changed by removing all and adding them back in again.

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interfaces Available WAN Interfaces

pppoal

;I
i|

Backl Nextl

Step 8 In this page, you may select a DNS server interface from the
available WAN interfaces. After setting, click Next to display the
following page.

WAHN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |PPPoA

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back” to make any modifications.

Backl Apply/Save |
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Step 9 In this page, it displays the information about the PPPoA
settngs.Click Apply/Save to apply the settings. You can modify the
settings by clicking the Back button if necessary.

Adding an IPoA WAN service
This section describes the steps for adding the IPoA WAN service.
Stepl Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page, you
need to add a PVC for IPoA mode. Click the Add button in the DSL ATM

Interface Configuration page to display the following page.

ATHM PVC Configuration

EE:kl Apphy/Save

Step 2 Select the DSL link type to be IPOA, and select the encapsulation
mode to be LLC/SNAP-ROUTING (according to the uplink equipment).
After setting, click the Apply/Save button to save the settings.

Step3 Choose WAN Service and click Add to display the following page.
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WAN Service Interface Configuration
Select & layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&1
lovwy =0 --= Low PTM Priority not set
low =1 --> Low PTM Priority set
high =0 --= High FTM Priority not set
high =1 --= High PTM Priority set

Iipoaﬂf (0_G_35) j

Backl Nextl

Step4 Select the proper interface for the WAN service ,and then click
Next to display the following page.

WAN Service Configuration

Enter Service Descriptinn:lipoa_D_E_BE

Step 5 In this page, you may modify the service description. Click Next to
display the following page.

WAN IP Settings

information provided to you by your ISP to configure the WAN IP settings.

¥ Enable IPv4 for this service

WAN TP Address: ID.D.EI.D
WAN Subnet Mask: ID.D.D.D
Primary DNS server: [0.0.0.0
Secondary DNS server: I

[T Enable IPvé for this service

Backl Nextl

Step 6 In this page, enter the WAN IP address and the WAN subnet mask
provided by your ISP and then click Next to display the following page.

Network Address Translation Settings

Netwiork Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple computers on your
Local Area Network (LAN).

[T Enable NAT

[T Enable Firewall

Multicast Proxy
I Enable IGMP Multicast

Back | Next
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In this page, Network Address Translation (NAT) allows you to share one
Wide Area Network (WAN) IP address for multiple computers on your Local
Area Network (LAN).

If you do not want to enable NAT, and wish the user of modem to access the
Internet normally, you need to add a route on the uplink equipment.
Otherwise, the access to the Internet fails. Normally, please enable the NAT
function.

Step 7  After setting, click Next to display the following page.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
ipoal

j

Step 8 In this page, select a preferred WAN interface as the system default
gateway interface and then click Next to display the following page.

DNS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter static DNS server IP addre for the system. In ATM mode,
if only a single FVC with IPoA or static IPoE protecol is configured, Static DNS server IF addre
DNS Server Interfaces can have multiple WAN interfaces served as system dns servers bu y one will be used according to
the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority order can
be changed by removing all and adding them back in again

Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Interfaces Available WAN Interfaces

ipoal
<
Backl Nextl

Step 9 In this page, you may select a DNS server interface from the
available WAN interfaces. Click Next to display the following page.
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: |IFoA

NAT: Disabled
Full Cone NAT: Disabled
Firewall: Disabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Back | Apply/Save |

Step 10 In this page, it displays the information about the IPoA settngs.
Click Apply/Save to save and apply the settings. You can modify the
settings by clicking the Back button if necessary.

5.3.3. LAN Configuration
Choose Advanced Setup > LAN, and the following page appears.

Local Area Network (LAN) Setup

Configure the Broadband Router IP Address and Subnet Mask for LAN interface. GroupMame | Default ¥

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

# Enable IGMP Snooping

® Standard Mode
Blocking Mode

Enable LAN side firewsall

Disable DHCP Senvi
® Enzble DHCP Serve
Start IP Address: 192.168.2.100
End IP Address: 192.168.2.199
Primary DNS server:  (192.168.2.1
Secondary DNS server:[192.168.2.1
Leased Time (hour): |24
Static IP Lease List: (A maximum 32 entries can be configured)
| Edit DHCP Option 60 | | Edit DHCP Option | | DHCP Advance sefup |
MAC Address|IP Addressl Remc—vel

@

| Add Entries | | Remove Enfries |

Configure the second IP Address and Subnet Mask for LAN interface

Apply/Save

In this page, you can configure an IP address for the DSL router, enable IGMP
snooping, enable or disable the DHCP server, edit the DHCP option, configure
the DHCP advanced setup and set the binding between a MAC address and
an IP address.
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Configuring the Private IP Address for the DSL Router

IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

In this page, you can modify the IP address of the device. The preset IP address
is 192.168.1.1.
Enable IGMP Snooping
IGMP snooping enables the router to forward multicast traffic intelligently,
instead of flooding all ports in the VLAN. With IGMP snooping, the router
listens to IGMP membership reports, queries and leave messages to identify
the switch ports that are members of multicast groups. Multicast traffic will
only be forwarded to ports identified as members of the specific multicast
group or groups.

Enable IGMP Snaoping

® standard Mode
O Blocking Mode

Enabling the LAN Side Firewall
Firewall can prevent unexpected traffic on the Internet from your host in the
LAN.

(] Enable LAN side firewall

In this page, you can enable or disable the LAN side firewall.
Configuring the DHCP Server

® Enable DHCP Server

Start IP Address: 192.168.2.100
End IP Address: 192.168.2.199
Primary DNS server: 192.168.2.1
Secondary DNS server:(192.168.2.1
Leased Time (hour): [24

If you enable the DHCP sever, the clients will automatically acquire the IP
address from the DHCP server. If the DHCP server is disabled, you need to
manually set the start IP address, end IP address and the lease time for the
clients in the LAN.

Editing the DHCP Option
Click the Edit DHCP Option button in the Local Area Network (LAN) Setup
page to display the DHCP Option Setup page.
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DHCP OPtion Setup

This page allows you to configurate the DHCP OPTIOM. These options will be sent to DHCP client.
You can difine at most 30 options.

| state | Code | value | Pool | |

Add Edit Delete Return

In this page, you can add, edit or delete the DHCP options, and these options
will be sent to the DHCP client.

Editing the DHCP Option60

Click the Edit DHCP Option60 button in the Local Area Network (LAN) Setup
page to display the DHCP Option60 Setup page.

DHCP OPTION 60 SETUP
This page alow you to setup dhcp option 60, the dhep server will assign one ip address based on you setting to dhep client.

DHCP OPTION 60 TABLE:
|stateldeviceClassNamelvendoridjminAddressimaxAddressjdnsPrimaryldnsSecondaryjsubnetMaskjgateWayljdhcpleaseTime] |

Add Edit Delete Return

In this page, you can add, edit or delete the DHCP60 options.
DHCP Advanced Setup

Click the DHCP Advance Setup button in the Local Area Network (LAN) Setup
page to display the following page. In this page, you can enable or disable
DHCP for every LAN interface.

DHCP Advance Setup

This page allows you to enable or disable dhep for every an interface.
You must enable lan ports.

State | Interface
#  athl

eth2

eth3
wid
wil. 1
wid.2

'.-".'ll:l .3

Cd
L
L
C
L
v

Configuring the DHCP Static IP Lease List

The lease list of static IP address can reserve the static IP addresses for the
hosts with the specific MAC addresses. When a host whose MAC address is in
the lease list of static IP address requests the DHCP server for an IP address,
the DHCP server assigns the reserved IP address to the host.

MAC Address | IP Address | Remove

Add Entries Rermove Entries
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Click the Add Entries button in the Local Area Network (LAN) Setup page to
display the DHCP Static IP Lease page.

DHCP Static IP Lease

Enter the Mac address and Static IF address then click Apply/Save

MAC Address: I

IP Address: I
Apply/Save |

In this page, enter the MAC address of the LAN host and the static IP address
that is reserved for the host, and then click the Apply/Save button to apply
the settings.

Configuring the Second IP Address and Subnet Mask for a LAN Interface

In the Local Area Network (LAN) Setup page, you may set the second IP

address and the subnet mask for a LAN interface.

Configure the second IF Address and Subnet Mask for LAN interface
IF Address: 192.168.249.1

Subnet Mask: 255.255.255.252

After enabling Configure the second IP Address and Subnet Mask for LAN
interface, enter an IP address and a subnet mask for the LAN interface.

After setting, click the Apply/Save button to apply the settings.

5.3.4. NAT

5.3.4.1. Virtual Servers

Firewall can prevent unexpected traffic on the Internet from your host on the
LAN. The virtual server can create a channel that can pass through the
firewall. In that case, the host on the Internet can communicate with a host
on your LAN within certain port range.

Choose Advanced Setup > NAT > Virtual Servers, and the following page
appears.

NAT -- Virtual Servers Setup

virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server with private IP address on the LAN side. The Internal port is required
only if the external port needs to be converted to a different port number used by the server on the LAN side. A maximurm 32 entries can be configured.

Server External Port External Port Internal Port Internal Port Server IP Address or WAN LAN .

Name Start End BBl Start End Hostname Interface Loopback FEryrE e

Add Save/Apply | | Remove

In this page, you are allowed to add or remove a virtual server entry.
To add a virtual server, do as follows:
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Step1l Click the Add button to display the following page.

NAT -- Virtual Servers

ame, and enter the server IP address or hostname, and click "Apply/Save" to forward IP packets for this service

al Port End" cannot be modified directly. Normally, it is set to the same value as "External Port
ever, if you modify "Internal Port Start”, then "Internal Port End" will be set to the same value as

End".
"Internal Port Start”
Remaining number of entries that can be configured:32

Use Interface

€ Custom Service: I

T Enable LAM Loopback

Server IP Address or Hostname: [192.168.1

Status: -

External Port StartExternal Port End|

]
3
]
£
g
2
2

Internal Port StartInternal Port End

I K [ [/ [ [ [ [N R N[ EN

Save/Apply

Use interface: Select an interface that you want to configure.

Select a Service: Select a proper service in the drop-down list.
Custom Server: Enter a new service name to establish a user service type.
Server IP Address or Hostname: Assign an IP address to virtual server.
External Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

External Port End: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

Protocol: You may select TCP/UDP, TCP, or UDP in the drop-down list.
Internal Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

Internal Port End: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

Step 2  After setting, click Save/Apply to save and apply the settings.

5.3.4.2. Port Triggering

Some applications need some ports to be opened in the firewall for the
remote access. When an application initializes a TCP/UDP to connect to a
remote user, port triggering dynamically opens the open ports of the firewall.
Choose Advanced Settings > NAT > Port Triggering, and the following page

appears.

51



NAT - Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port Trigger dynamically opens up
the 'Open Ports' in the firewall when an application on the LAN initiates a TCP/UDP connection to a remote party using the 'Triggering Ports'. The
Router allows the remote party from the WAN side to establish new connections back to the application on the LAN side using the 'Open Ports'. A
maximurm 32 entries can be configured.

Trigger Open
Application Name Port Range Port Range | WAN Interface | Remove
Protocol Protocol
Start | End Start | End

A =] Ve
Add Remove

In this page, you may add or remove an entry of port triggering.
Click the Add button to display the following page.

NAT -- Port Triggering

Some applications such as games, video conferancing, remote access applications and others require that specific ports in the Router's
firewall be opened for access by the applications. You can configure the port settings from this screen by selecting an existing application
or creating your own (Custom application)and click "Save/Apply" to add it.

Remaining number of entries that can be configured:32

Use Interface ipoe_0_0_35/@tmoz v
Application Mame:
= Select an application: | SelectOne v

Custom application:

Apply/Save
[Trigger Port Start{Trigger Port End|Trigger ProtocollOpen Port StartjOpen Port End|Open Protoco
TCP v TCP M
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP v
TCP v TCP M
TCP v TCP M
TCP v TCP v

Save/Apply

Use interface: Select an interface that you want to configure.

Select an application: Select a proper application in the drop-down list.
Custom application: Manually define an application.

Trigger port Start: The start port number that LAN uses to trigger the
open port.

Trigger port End: The end port number that LAN uses to trigger the open
port.

® Trigger Protocol: Select the application protocol. You may select TCP/UDP,
TCP, or UDP.

Open Port Start: The start port number that is opened to WAN.
Open Port End: The end port number that is opened to WAN.

® Open Protocol: Select the proper protocol that is opened to WAN. You
may select TCP/UDP, TCP, or UDP.
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After setting, click Save/Apply to apply the settings.

Note:

You can use a single port number, several port numbers separated by
commas, port blocks consisting of two port numbers separated by a
dash, or any combination of these, for example 80, 90-140, 180.

5.3.4.3. DMZ Host

DMZ allows all the ports of a PC on your LAN to be exposed to the Internet.
Set the IP address of the PC to be DMZ host, so that the DMZ host will not be
blocked by firewall.

Choose Advanced Setup > NAT > DMZ host to display the following page.

HAT -- DMZ Host

The Broadband Router will forward 1P packets from the WAN that do not belong to any of the applications configured in the Virtual
Servers table to the DMZ host computer.

Enter the computer's IP address and click 'Apply' to activate the DMZ host.

Clear the IP address field and click 'Apply' to deactivate the DMZ host.

DMZ Host 1P Address:

[T Enable LAN Loopback

In this page, enter the IP address of the DMZ host.
After setting, click the Apply/Save button to apply the settings.

To clear the DMZ function of the host, delete the IP address of the host in the
field of DMZ Host IP Address, and then click the Apply/Save button.

5.3.5. Security

By default, the firewall is enabled. The firewall is used to block the file
transmission between the Internet and your PC. It serves as a safety guard
and permits only the authorized files to be sent to the LAN.

Note:
If the DSL router is configured as bridge mode, Firewall is disabled.
Firewall

When the Firewall is enabled on the DSL router, the security functions for the
local network and the internet are enabled at the same time.

Choose Security > Firewall and the following page appears.

al e
‘ name | interface | type ‘ defaultaction | bytes ‘ pkts ‘

Firewall’ s Rule Table

origMask/

enabled prefixLength

IPVersion | PacketLength | DSCP/TC | Protocol | Action | RejectType | IcmpType origIPAddress origPg

ey
Flags

4dd Fireva 11| Add Rule | Wodify Firewsll |  Modify Bule | cancel | Remove Firewsll |
emove
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Click Modify Firewall or Remove Firewall to modify or remove the firewall.
Click Modify Rule or Remove Rule to modify or remove the rule.
Click Add Firewall, and the following page appears.

Firewall

a Firewall have a number of Rule which define the behavior of match item

name: interface | WAN/LAMN v type|In v defaultaction | Permit v

Name: The name of the firewall.

Interface: You can select a proper interface from the drop-down list.

® Type: select In, the firewall blocks or permits the IP packet transmisstion
from the internet. Select Out, the firewall blocks or permits the IP packet
transmission from LAN.

® Defaultaction: Select Permit to allow IP packet transmission at the

direction specified in type. Select Drop to block the IP packet

transmission at the direction specified in type.

MAC Filtering
In some cases, you may want to manage Layer2 MAC address to block or
permit a computer within the home network. When you enable MAC filter
rules, the DSL router serves as a firewall that works at layer 2.

Note:
MAC filtering is only effective on ATM PVCs configured in bridge mode.

If the connection type is set to be bridge mode, Choose Security > MAC
Filtering and the following page appears.

MAC Filtering Setup

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that al MAC leyer frames will beFORWARDED except those matching with any of the specified rules in the
following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Fittering Policy For Each Interface(maxinum 32 entries): (maxinum 32 entries):
WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new rules for
the new policy.

| Interface | Policy | Change |

Change Policy

Choose Add or Remove to configure MAC filtering rules.

| Interfacel Protocoll Destination MAC | Source MAC | Frame Direction | 8021.p Priority | VIanIDl Removel

Add Remove

In this page, you can add or remove the MAC filtering rule. You may change
the MAC filtering policy from FORWARDED to BLOCKED by clicking the Change
Policy button.
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Click the Add button to display the following page.

Add MAC Filter

Create a fiter to identify the MAC layer frameas by specifying at least one condition below. If multiple
conditions are specified, all of them take effect. Click 'Apply’ to save and activate the filter.

Protocol Type: v
Destination MAC Address:

Source MAC Address:

Frarne Direction: LAM===WAN ¥
802.1p Priority: v

Tag VLAN ID [0-4094]:
WAN Interfaces (Configured in Bridge mode anly)

L

Apply/Save

Protocol Type: Select the proper protocol type.

Destination MAC Address: Enter the destination MAC address.
Source MAC Address: Enter the source MAC address.

Frame Direction: The direction of transmission frame.

WAN Interface (Configured in bridge mode only): Select the proper WAN

interface in the drop-down list.

After setting, click Apply/Save to save and apply the filtering rule.

5.3.6. Parental Control
Time Restriction

Choose Advanced Setup > Parental Control > Time Restriction,
following page appears.

Access Time Restriction -- A maximum 16 entries can be configured.

Username | MAC | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start | Stop | Remove

Click the Add button to display the following page.

Access Time Restriction

ess' automatically
Other MAC
indows based PC, go to

This page adds time of day restricti
displays the MAC address
Address' button and enter
command window and type 'ipc

User Name

& Bro
e

‘Da-."s of the week ‘Mnnl‘l’u9|WEdr'l11u‘Fri |Sat‘5un|
‘Clwcl:tnselect ‘I'll'll_ ‘I-‘I-ll"l-|

Start Blocking Time (hh:mm)
End Blocking Time (hh:mm)

Apply/Save
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This page is used to control the time restriction to a special LAN device that
connects to the DSL router. In this page, enter the user name and configure
the time settings.

After setting, click the Apply/Save button to save and apply the settings.
Url Filter

Click Advanced Setup > Parental Control > Url Filter, and the following page
appears.

URL Filter - Please select the fist type first then configure the list entries. Maximum 100 entries can be configured.

URL List Type: O Exclude QO Include

Thisp age is used to prevent the LAN users from accessing some Websites in
the WAN.

In this page, you may select the Exclude URL list type or the Include URL list
type. If you select the Exclude URL list type, it means that the URLs in the list
are not accessible. If you select the select the Include URL list type, you are
allowed to access the URLs in the list.

Click the Add button to display the following page.

Parental Control -- URL Filter Add

Enter the URL address and port number then click 'Apply/Save' to add the entry to the URL filter

URL Address:

Port Number: (Default 80 will be applied if leave blank.)

In this page, enter the URL address and its corresponding port number. For
example, enter the URL address http://www.google.com and the port
number 80, and then click the Apply/Save button. See the following figure:

URL Filter -- Please select the list type first then configure the list entries. Maximum 100 entries can be configured.

URL List Type: @® Exclude © Include

5.3.7. Quality of Service
Choose Advance Setup > Quality of Service and the following page appears.
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QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a defaul DSCP mark to automatically mark incoming traffic
without reference to a particular classifier. Click 'Apply/Save' button to save it.

Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any
classification rules.

Enable Qos

Apply/Save

Select Enable QoS to enable QoS and configure the default DSCP mark.

QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic
without reference to a particular classifier. Click "Apply/Save’ button to save it.

NHote: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any
classification rules.

#| Enable QoS

Select Default DSCP Mark | Mo Change(-1} *

Apply/Save
In this page, enable the QoS function and select the default DSCP mark.
After setting, click Apply/Save to save and apply the settings.

Note:
If the Enable QoS checkbox is not selected, all QoS will be disabled for
all interfaces. The default DSCP mark is used to mark all egress packets
that do not match any classification rules.

Queue Classification
Choose Advanced Setup > Quality of Service > QoS Classification and the
following page appears.

QoS Classification Setup -- maximum 32 rules can be configured.

To add a rule, click the Add button.

To remove rules, check their remove-checkboxes, then click the Remove button.

The Enable button wil scan through every rules in the table. Rules with enable-checkbox checked will be enabled. Rules with enable-checkbox un-checked wil be disabled.
The enable-checkbox also shows status of the rule after page reload.

If you disable WMM function in Wireless Page, classification refated to wireless wil not take effects

The QoS function has been disabled. Classification rules would not take effects.

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Class Class |Ether |SrcMAC/ |DstMAC/ |SrcIP/ DstIP/ DSCP |TC 802.1P |Queue|DSCP |TC |802.1P |Rate
Name Tz Intf |Tvpe Mask Mask PrefixLength |PrefixLength (AT 2 [P T Check |Check|Check |Key |Mark |[Mark|Mark [Limit(kbps) Az

[ add | [ Enable | | Remave
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In this page, you can enable, add or remove a QoS classification rule.
Click the Add button to display the following page.

Add Network Traffic Class Rule

This screen creates a traffic class rule to classify the ingress traffic into a priority queue and optionally mark the DSCF or Ethernet
priority of the packet
Click 'Apply/Save' to save and activate the rule

Traffic Class Mame:

Rule Order: Last vl
Rule Status: Disable vl

Specify Classification Criteria (A blank criterion indicates it is not used for classification.)

Class Interface: LaN -

Ether Type: =l
Source MAC Address —
Source MAC Mask: l—
Destination MAC Address: I—
Destination MAC Mask: l—

Specify Classification Results (A blank value indicates no operation.)

Specify Class Queue (Required): | =l
- Packets classified into a queue that exit through an interface for which the queue
is not specified to exist, will instead egress to the default queue on the interface

Mark 802.1p priority: |

- Class non-vlan packets egress to a non-vlan interface will be tagged with VID 0 and the class rule p-bits.

- Class vlan packets egress to a non-vlan interface will have the packet p-bits re-marked by the class rule p-bits. No additional vlan
tag is added

- Class non-vlan packets egress to a vlan interface will be tagged with the interface VID and the class rule p-bits
- Class vlan packets egress to a vlan interface will be additionally tagged with the packet VID, and the class rule p-bits.

Set Rate Limit: I [Kbits/s]
Apply/Save |

In this page, enter the traffic name, select the rule order and the rule status,
and specify the classification criteria and the classification results.

After setting, click Apply/Save to save and apply the settings.

5.3.8. Routing
Default Gateway

Choose Advanced Setup > Routing > Default Gateway, and the following
page appears.
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Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is connected
Priority order can be changed by removing all and adding them back in again

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
ppp0. 1

;I
;I

TODO: [PV ===s==m==xs Select a preferred wan interface as the system default IPve gateway.

Selected WAN Interface |HO CONFIGURED INTERFACEj

Apply/Save

In this page, you can modify the default gateway settings.

Select a proper WAN interface and add it to the column of Selected Default
Gateway Interface as the system default gateway.

After setting, click Apply/Save to save and apply the settings.

Static Route

Choose Advanced Setup > Routing > Static Route and the following page

appears.

Routing -- Static Route (A maximum 32 entries can be configured)

| IP Version | DstIPf Mask | Gateway | Interface | Metric | Remove |

Add| Remove

In this page, you can add or remove a static routing rule.
Click the Add button to display the following page.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gatewray AND/OR available WAN interface then click 'Apply/Save' to add the
entry to the routing table

IP Version: TPwd =l
Destination IP address/prefix length:
Interface: =l

Gateway IP Address:

{optional: metric number should be greater than or equal to zero)

Metric:
Apply/Save

IP Version: Select the IP version to be IPv4.

Destination IP address/prefix length: Enter the destination IP address.
Interface: Select the proper interface for the rule.

Gateway IP Address: The next-hop IP address.

Metric: The metric value of routing.
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After setting, click Apply/Save to save and apply the settings.

Policy Routing
Choose Advanced Setup > Routing > Policy Routing and the following page
appears.

Policy Routing Setting -- A maximum 7entries can be configured.

Policy Name | Source IP | LAN Port | WAN | Default GW | Remove |

Add| Remove |

In this page, you can add or remove a static policy rule.
Click the Add button to display the following page.

Policy Routing Settup

Enter the policy name, policies, and WAN interface then dick "Apply/Save” to add the entry
to the policy routing table.

Mote: If selected "IPoE" as WAN interface, default gateway must be configured.

Policy Mame:

Phrysical LAM Port: v

Source IP:
Use Interface: ipoe 0 0 35/atm02 v

Default Gateway:

Apphy/Save

In this page, enter the policy name, source IP and default gateway, and select
the physical LAN port and interface.

After setting, click Apply/Save to save and apply the settings.

RIP
Choose Advanced Setup > Routing > RIP and the following page appears.

Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled
(such as PPPoE).

To activate RIP for the WAN Interface, select the desired RIP wversion and operation and
place a check in the 'Enabled’ checkbox. To stop RIP on the WAN Interface, uncheck the
'Enabled’ checkbox. Click the "Apply/Save’ button to star/stop RIP and save the configuration.

[interfacelVersionjOperation|Enabled|

WAN Interface not exist for RIP.
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In this page, to configure an individual interface, select the desired RIP
version and operation, and then select the Enabled checkbox for the
interface.

After setting, click Apply/Save to save and apply the settings.

5.3.9. DNS
DNS Server
Choose Advanced Setup > DNS > DNS Server and the following page appears.

DHNS Server Configuration

if only a single PVC with IPoA or static IP
DHNS Server Interfaces can have multiple WAN interfaces
the priority with the first being the higest and the last one tt
be changed by removing all and adding them back in again

d according to
ority order can

& Select DNS Server Interface from available WAN interfaces:
Selected DNS Server

Tnterfaces Available WAN Interfaces

pppl. 1
=l

€ Use the following Static DHS IP address:
Primary DNS server: I
Secondary DNS server: I

Apply/Save

In this page, you can select a DNS server interface from the available
interfaces, manually enter the DNS server addresses, or obtain the DNS
address from a WAN interface.
After setting, click Apply/Save to save and apply the settings.
Dynamic DNS
Choose Advanced Setup > DNS > Dynamic DNS and the following page
appears.

Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many domains, allowing your
Broadband Router to be mare easily accessed from various locations on the Internet.

Choose Add or Remove to configure Dynamic DNS.

Hostname | Username | Service | Interface | Remove

In this page, you are allowed to modify the DDNS settings.
Click the Add button to display the following page.
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Add Dynamic DNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO

D-DNS provider DyrDNS. org
Hostname
Interface ipoa_0_0_38/ipoal +

DynDNS Settings

Username

Password

Apply/Save
D-DNS provider: Select a proper DDNS server in the drop-down list.
Hostname: It is the domain name and it can be modified.
Interface: The interface that the packets pass through on the DSL router.

Username: Enter the username for accessing the DDNS management
interface.

® Password: Enter the password for accessing the DDNS management
interface.

After setting, click Apply/Save to save and apply the settings.

5.3.10. DSL

Choose Advanced Setup > DSL and the following page appears. In this page,
you can view the DSL settings. Usually, you can keep this factory default
setting. The modem negotiates the modulation mode with the DSLAM.

DSL Settings

Select the modulation below

G.Dmt Enabled

&

G.lite Enabled

&

T1.413 Enabled

&

ADSL2 Enabled

&

AnnexL Enabled

[ Annexm Enabled

ADSL2+ Enabled

Capability
Bitswap Enable

[] SRA Enable

[ Apply/Save ” Advanced Settings ]

In this page, you can set the DSL settings. Usually, you do not need to modify
the factory default settings.

After setting, click Apply/Save to save and apply the settings.
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5.3.11. UPnP
Choose Advanced Setup > UPnP and the following page appears.

UPnP Configuration

NOTE: UPnP is activated only when there is a live WAN service with NAT enabled.

Enable UPnP

In this page, you can enable or disable the UPnP function.
After setting, click Apply/Save to save and apply the settings.

5.3.12. DNS Proxy
Choose Advanced Setup > DNS Proxy and the following page appears.

DNS Proxy Configuration
Enable DMS Proxy

Host name of the Broadband Router: |Broadcom

Domain name of the LAN network:  [Home

In this page, you can enable or disable the DNS proxy function.

After enabling the DNS proxy function, enter the host name of the
broadband router and the domain name of the LAN network, and then click
Apply/Save to save and apply the settings.

5.3.13. Print Server
Choose Advanced Setup > Printer Server and the following page appears.

Print Server settings
This page allowis you to enable / disable printer support

[] Enable on-board print server

In this page, you can enable or disable the printer server.
After setting, click Apply/Save to save and apply the settings.
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5.3.14. Packet Acceleration
Choose Advanced Setup > Packet Acceleration and the following page

appears. In this page, you can enable packet flow accelerator.

Packet Acceleration

Enable Packet Flow Accelerator

5.3.15. Storage Service

Storage Device Info
Choose Advanced Setup > Storage Service > Storage Device Info, and the

following page appears. In this page, you can view the USB device info.

Storage Service

The Storage service allows you to use Storage devices with modem to be more easily accessed

Volumename | PhysicalMedium | FileSystem | Total Space(M) | Used Space(M)

User Accounts
Choose Advanced Setup > Storage Service > User Accounts, and the

following page appears. In this page, you may add or remove storage user

accounts.

Storage UserAccount Configuration

Choose Add, or Remove to configure User Accounts

UserName | Remove

Add

Click the Add button to display the following page.

Storage User Account Setup

In the boxes below, enter the user name, password and volume name on which the home directory is to be created
Username and Passwaord must consists of [A-Z] or [a-z] or [0-9]

Username:

Password:

Confirm Password:

Enter the user name, password and volume name, and then click Apply/Save

to finish setting up an account.
To delete an account, select it in the Storage UserAccount Configuration

page, and then click Remove.
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5.3.16. Interface Grouping

Choose Advanced Setup > Interface Grouping and the following page
appears.

Interface Grouping -- A maximum 16 entries can be configured

Interface Grouping supports multiple ports to PVC and bridging groups. Each group wil perform as an
independent network. To support this feature, you must create mapping groups with appropriate LAN
and WAN interfaces using the Add button. The Remove button wil remove the grouping and add the
ungrouped interfaces to the Default group. Only the default group has IP interface.

Group Name | Remove | WAN Interface | LAN Interfaces | Edit

ppp0.1 ethl

atm0.2 eth2

eth3

Default wid

wi.1

wlio.2

wli0.3

Add Remaove

Interface grouping supports multiple ports to PVC and bridging groups. Each
group will perform as an independent network. To support this feature, you
must create mapping groups with the appropriate LAN and WAN interfaces
using the Add button. The Remove button will remove the grouping and add
the ungrouped interfaces to the default group. Only the default group has IP
interface.

Click the Add button to display the following page.
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Interface grouping Configuration

To create a new interface group:
1. Enter the Group name and the group name must be unique

2. Select interfaces from the available interface list and add it to the grouped interface list using the arrow buttons to create the
required mapping of the ports

3.Click Save/Apply button to make the changes effective immediately.

Group Name:

Grouped WAN Interfaces Available WAN Interfaces

pppoe_0_0_35/ppp0. 1

Lo Lo

Grouped LAN Interfaces Available LAN Interfaces

ethl

ethl

eth2

eth3
wlanl
wll_Guestl
wll_Guest?2
wll_Guest3d

s Lo

Apply/Save |

In this page, please follow the on-screen configuration steps to configure the
parameters of the interface grouping.

After setting, click Apply/Save to save and apply the settings.

5.3.17. IP Tunnel
IPv6iniPv4

Choose Advanced Setup > IP Tunnel > IPv6inIlPv4, and the following page
appears.

1P Tunneling -- 6in4 Tunnel Configuration

Name | WAN | LAN | Dynamic TPv4 Mask Length | 6rd Prefix | Border Relay Address | Remove

Click the Add button, and the following page appears.
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IP Tunneling -- 6in4 Tunnel Configuration
Currently, only 6rd configuration is supported

Tunnel Name

Mechanism: GRD w
Associated WAN Interface: w
Associated LAN Interface: LAl br0 «

® Manual O Automatic

IPv4 Mask Length:
6rd Prefix with Prefix Length:

Border Relay IPv4 Address:

Click Apply/Save to save and enable the settings.
IPv4inIPv6

Choose Advanced Setup > IP Tunnel > IPv4inIPv6, and the following page
appears.

1P Tunneling -- 4in6 Tunnel Configuration
Name | WAN | LAN | Dynamic | Remote IPv6 Address  Remove

Click the Add button, and the following page appears.

IP Tunneling -- 4in6 Tunnel Configuration
Currently, only DS-Lite configuration is supported

Tunnel Name

Mechanism: D3-Lite v
Associated WAN Interface: v
Associated LAN Interface: LAN/br0 «

® mManual O Automatic

Remaote IPv6 Address:

Click Apply/Save to save and enable the settings.

5.3.18. Certificate
Local

Choose Advanced Setup > Certificate > local and the following page appears.

Local Certificates
Add, View or Remove certificates from this page. Local certificates are used by peers to verify your identity.

Maximum 4 certificates can be stored
Motice:Import and Remaove Certificate need reboot the gateway

Name | In Use Subject |Type | Action

[ Create Certificate Request ] [ Import Certificate l

In this page, you can acquire the local certificate by creating a certificate

request or importing a certificate. You may also create or remove a
certificate.

® Creating a New Certificate Request
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Click the Create Certificate Request button to display the following page.

Create new certificate request
To generate a certificate signing request you need to include Common Name,Organization Name, State/Province Name, and the 2-
letter Country Code for the certificate

Certificate Name: I
Common Name: I
Organization Name: I

State/Province Name:
Country/Region Name: U5 (United States) ﬂ

Apply

In this page, please set the following parameters.
® Certificate name: Set the certificate name.

® Common Name: The common name is the "fully qualified domain name,"
(or FQDN) used for DNS lookups of your server (for example,
www.mydomain.com). Browsers use this information to identify your
Web site. Some browsers will refuse to establish a secure connection with
your site if the server name does not match the common name in the
certificate. Please do not include the protocol symbol "http://" or any
port numbers or pathnames in the common name. Do not use wildcard
characters such as * or ?, and do not use an IP address.

® Organization Name: The name of the organization to which the entity
belongs (such as the name of a company).

@® State/Province Name: This is the name of the state or province where
your organization's head office is located. Please enter the full name of
the state or province.

® Country/Region Name: This is the two-letter ISO abbreviation for your
country (for example, GB for the United Kingdom).

After setting, click the Apply button to apply the settings.

Certificate signing request
Certificate signing request successfully created. Note a request is not yet functional - have it signed by a Certificate Authority and
load the signed certificate to this device

Name test
Type request
Subject Ch=test/O=test/ST=guangdong/C=CH

———--BEGIN CERTIFICATE REQUEST-—-—-

MIIEf jCEGATBADAS MA0wCwTDVRADEWRIZEN MR OwCwTDVAQKEWROZENOMR IVEATD
TR IEwlndWFuZ2RvbnorCzATBeNVEAT TARNOMIGEMADGCSqG SThIDAEBAQUAAIGH
ADCE1QEEgQC 1Ny qBx 3zt Ip 1 Gufx+Rh0OWH2QE T+H ¥ 36 ITThbSEG 1kNk dEMhallNObY
1sL66+xPHeutgEs+tpgzdatol 1w Tdk0IskhET TDArd 1 zwThn TfbdnNE zOHAGLUT
1RG 145D Tef a SRemVeh jFTCZt owHHICUS, RhDEfFGwr t P Tt EnUidiwIDAQAB oddw
DOTTE 0l ThrcNAQEERQAD s YEAL 0V aVIZXLDP N2 A1EGQii3VRA g 2T/ GiirG THIHE
HE2V1eug) 16wk zr NE gA04D c Ab+qk I2TEBpAK ot ucVYRHE vHE / / naG MG 1 prHEwN
TLwd+2LHDVCaSHEP4b3GE afqvf ofxqiRmgAS 1 EwFWIul1dhwiVallbs133D 2§ Te0f

Signing Request | |gFk=
————END CERTIFICATE REQUEST-———-

[ Back ] [ Load Signed Certificate ]
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The certificate request needs to be submitted to a certificate authority, which
will sign the request. Then the signed certificate needs to be loaded to the
DSL router. Click Load Signed Certificate in this page, and the following page
appears.

Load certificate
Paste signed certificate

Certificate Name:

Apply

In this page, paste the signed certificate, and then click the Apply button. A
new certificate is created.

® Importing an Existing Local Certificate

To import an existing certificate, click the Import Certificate button to display
the following page.

Import certificate
Enter certificate name, paste certificate content and private key
Certificate Name:

————-BEGIN CERTIFICATE-—-——

dinzert certificate here>
————-END CERTIFICATE-———-

——---BEGIN R3& FRIVATE KET————

<insert private key here
——---END' R34 FRIVATE KET-——-

Apply

In this page, paste the certificate and the private key. Finally, click the Apply
button to import the certificate.
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Trusted CA
Choose Advanced Setup > Certificate > Trusted CA and the following page
appears.

Trusted CA (Certificate Authority) Certificates

Maximum 4 certificate
Motice:Import and Re

from this page. CA certificates are used by you to verify peers' certificates.

cate need reboot the gateveay

|Name |Subject |Type |Action |

Import Certificate |

In this page, you may import or remove a CA certificate.
Click the Import Certificate button to display the following page.

Import CA certificate

Enter certificate name and paste certificate content.
Notice: If certificate use for tr062, the Certificate Name must be "acscert”

Certificate Hame:
————— BEGIN CERTIFICATE-———
<ingert certificate here>

Certificate:

Apply

In this page, enter the certificate name and paste the certificate content.
Finally, click the Apply button to import the certificate.

5.3.19. Power Management

Choose Advanced Setup > Power Management and the following page
appears. This page allows control of Hardware modules to evaluate power
consumption. Use the control buttons to select the desired option.

Power Management

This page allows control of Hardware modules to evaluate power consumption. Use the control buttons to select the desired option,
click Apply and check the status response

Wait instruction when TIdle
¥ Enable Status: Enabled

After proper configurations, click Apply to take the configurations effect.
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5.3.20. Multicast
Choose Advanced Setup > Multicast and the following page appears.

IGMP Configuration

Enter IGMP protocol configuration fields if you want modify default values shown below
NOTE: Query Interval is advised to no larger than 125s

Default Version: |3

Query Interval (s): 125
Query Response Interval (1/10s): 100
Last Member Query Interval (1/10s): 10

Robustness Value: |2
Maximurm Multicast Data Sources (for IGI\-IF'-.-'B:':IIIJ

Fast Leave Enable: I
Mebership Join Immediate (IPTV): [

MLD Configuration

Enter MLD protocol (IPve Multicast) configuration fields if you want modify default values shown below

Default Version: |2

Query Interval (s): 125
Query Response Interval (1/10s): I 100
Last Member Query Interval (1/10s): 10

Robustness Value: |2
Maximum Multicast Data Sources (for mId'-,-'2j::|llIl

Fast Leave Enable: I~
Apply/Save |

In this page, you can configure the multicast parameters.
After setting, click Apply/Save to save and apply the settings.

5.4. Wireless

Choose Wireless and the submenus of Wireless are shown as below:
Wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info

5.4.1. Basic
Choose Wireless > Basic to display the following page.
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Wireless -- Basic

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the wireless LAN

inte , hide the < from active scans, set the wireless network name (also known as SSID) and restrict the channel set
based on country requirements.

Click 'Apply/Save' to configure the basic wireless options.

Enable Wireless

s Hotspot2.0 [WPAZ is required!]

Clients Isolation

Ird
-
T Hide Access Point
r
r

Disable WMM Advertise

¥ Enable Wi s Multicast Forwarding (WMF)

S5ID: IGOLDR-’,"EE_QZ-!TTC

BSSID: 00:1F:A4:92:47:7D

Country: [IRAN, ISLAMIC REFUELIC OF =1

Max Clients: |16

Wireless - Guest/ Virtual Access Points:

Isolate Enable Enable |Enable| Max

Enabled | SSID Hidden Clients WHMM  |wMF |HSPOT |Clients BSSID
Advertise
- [WLAN_GuestL r r r I Il IL-:_ N/A
r [wean_cuest2 r r r F D lln— WA
r [wtan_Guests r |- I [ZB | TR [
Apply/Save

This page allows you to configure the basic features of the wireless LAN
interface.

Enable Wireless: Enable or disable the wireless function.

Hide Access Point: if you want to hide any access point for your router,
select this option, and then a station cannot obtain the SSID through the
passive scanning.

Clients Isolation: When many clients connect to the same access point,
they can access each other. If you want to disable the access between the
clients that connect to the same access point, you can select this option.
Disable WMM Advertise: After enabling this option, the transmission
performance multimedia of the voice and video data can be improved.
Enable Wireless Multicast Forwarding (WMF): After enabling this option,
the transmission quality of video service such as IPTV can be improved.

SSID: For the security reason, you should change the default SSID to a
unigue name.

BSSID: Display the MAC address of the wireless interface.
Country: The name of the country with which your gateway is configured.
This parameter further specifies your wireless connection. For example,

the channel will adjust according to nations to adapt to each nation's
frequency provision.

72



® Max Clients: Specify the maximum wireless client stations to be enabled
to link with AP. Once the clients exceed the max vlaue, all other clients are
refused. The value of maximum clients is 16.

® Wireless - Guest/Virtual Access Points: If you want to make
Guest/Virtual network function be available, you have to check those
boxes in the table below. In the current software version, three virtual
access points can be configured.

After setting, click Apply/Save to save the basic wireless settings and make
the settings take effect.

5.4.2. Security
Choose Wireless > Security to display the following page.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually
OR
through WiFi Protcted Setup(WPS)
Note: When bath STA PIN and Authorized MAC are empty, PBC is used. If Hide Access Point enabled or Mac filter list is empty with
"allow" chosen, WPS2 will be disabled

WPS Setup

Enable WPS Disabled =

Manual Setup AP
You can set the network authentication method, selecting data encryption

ther a network key is required to authenticate to this wireless network and specify the encryption strength
pply/Save' when done.

Select SSID: GOLDWEE_92477C «

Network Authentication: Open -
WEF Encryption: Disabled

Apply/Save

This page allows you to configure the security features of the wireless LAN
interface. In this page, you can configure the network security settings by the
Wi i-Fi Protected Setup (WPS) method or setting the network authentication
mode.

® WPS Setup

WPS Setup

Enable WPS IEnabled vl

Add Client (This feature is available only when WPA-PSK(WFS1), WPAZ PSK or OPEN mode is configured)

I ’
Fush-Button Add Enrollee |
" Enter STA PIN 7 Use AP FIN

Set WPS AP Mode IConflgured vl

Setup AP (Configure all security settings with an external registar)

Device PIN |1.21394189 Help
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There are 2 primary methods used in the Wi-Fi Protected Setup:

PIN entry, a mandatory method of setup for all WPS certified devices.

Push button configuration (PBC), an actual push button on the hardware or
through a simulated push button in the software. (This is an optional method
on wireless client).

If you are using the PIN method, you will need a Registrar (access
point/wireless router) to initiate the registration between a new device and
an active access point/wireless router. (Note: The PBC method may also need
a Registrar when used in a special case where the PIN is all zeros)

In order to use the push-button for WPS authentication, you must ensure
that the network card support the function. if it supports, you need not to do
any configuration. You can press the WPS button directly to enable the WPS

function.

® Manual Setup AP

- Open Mode

Manual Setup AP

authentication methed, selecting data encryption,
rk key is required to authenticate to this wireless network and specify the encryption strength

Clic|
Select SSID: GOLDWEE_924TTC vI
Network Authentication: Open -I

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Select SSID: Select a SSID for configuring the security settings.
Network Authentication: Select the Open mode.
WEP Encryption: Enable or disable WEP encryption. After enabling this

function, you can set the encryption strength, current network key, and
network keys.

Encryption Strength: You can set 64-bit or 128-bit key.
Current Network Key: The current key that you use.
Network Key1/2/3/a: Set the network key. If it is 128-bit key, you need to

enter 13 ASCII characters or 26 hexadecimal digits. For the 64-bit key, you
need to enter 5 ASCII characters or 10 hexadecimal digits.
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- Shared Mode

Network Authentication: Shared “
WEP Encryption: Enabled

Encryption Strength: 64-bit

Current Network Key: v

Network Key 1: 0987654321

Network Key 2: 0987654321

Network Key 3: 0987654321

Network Key 4: 0987654321

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

For the parameter description of shared mode, refer to the Open Mode.

- 802.1x

Metwork Authentication: 802, 1% v

RADIUS Server IP Address: 0.0.0.0

RADIUS Port: 1812
RADIUS Key:

WEF Encryption: Enabled
Encryption Strength: G4-bit w
Current Network Key: 2w
MNetwork Key 1:

MNetwork Key 2: 0987654321
MNetwork Key 3: 0987654321
MNetwork Key 4:

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCI characters or 10 hexadecimal digits for 64-bit encryption keys

Select SSID: Select a SSID for configuring the security settings.
Network Authentication: Select the 802.1X in the drop-down list.

RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.

RADIUS Port: The port number that the RADIUS server uses. The default
port number is 1812. You may change it according to the server setting.

RADIUS Key: Set the RADIUS key for accessing the RADIUS server.
WEP Encryption: You can only select Enabled.

Encryption Strength: You can set 64-bit or 128-bit key.

Current Network Key: The current key that you use.

Network Key1/2/3/a: Set the network key. If it is 128-bit key, you need to
enter 13 ASCII characters or 26 hexadecimal digits. For the 64-bit key, you
need to enter 5 ASCII characters or 10 hexadecimal digits.
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- WPA Mode

Metwork Authentication: WPL v

WPA Group Rekey Interval: 0

RADIUS Server IP Address: 0.0.0.0

RADIUS Fort: 1812
RADIUS Key:

WPA/WAPI Encryption: TEIP+HAES «
VWEP Encryption:

Select SSID: Select a SSID for configuring the security settings.
Network Authentication: Select the WPA-PSK mode.
WPA Group Rekey Interval: Setting the interval for renewing key.

RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.

RADIUS Port: The port number that the RADIUS server uses. The default
port number is 1812. You may change it according to the server setting.

® RADIUS Key: Set the RADIUS key for accessing the RADIUS server.
® WPA/WAPI Encryption: You may select AES, or TKIP+AES.

- WPA-PSK Mode

MNetwork Authentication: WPA-PSE -

VWPA/WAPI passphrase: ~ |esssessssssssssee | Click here to display

WPA Group Rekey Interval: 0
WPA/WAPT Encryption: TEIF+AES w
WEP Encryption:

® Select SSID: Select a SSID for configuring the security settings.
® Network Authentication: Select the WPA-PSK mode.

® WPA/WAPI passphrase: The key for WPA encryption. Click the Click here
to display button to display the current key. The default key is 87654321.

® WPA Group Rekey Interval: Setting the interval for renewing key.
® WPA/WAPI Encryption: You may select AES, or TKIP+AES.

- WPA2 Mode
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Network Authentication: VP42 "

WPAZ Preauthentication: Dizabled
Network Re-auth Interval: 36000
WPA Group Rekey Interval: 0

RADIUS Server IF Address: 0.0.0.0

RADIUS Port: 1812
RADIUS Key:

WPA/WWAPI Encryption: AE3 v
WEF Encryption:

Select SSID: Select a SSID for configuring the security settings.
Network Authentication: Select the WPA2 mode.

WPA2 Preauthentication: Enable or disable pre-authentication.
Network Re-auth Interval: Set the network re-auth interval.
WPA Group Rekey Interval: Setting the interval for renewing key.

RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.

RADIUS Port: The port number that the RADIUS server uses. The default
port number is 1812. You may change it according to the server setting.

RADIUS Key: Set the RADIUS key for accessing the RADIUS server.
WPA/WAPI Encryption: You may select AES, or TKIP+AES.

For the parameters’ description of WPA2-PSK, Mixed WPA2/WPA, Mixed
WPA2/WPA-PSK mode, please refer to the WPA-PSK mode.

5.4.3. MAC Filter
Choose Wireless > MAC Filter to display the following page.

Wireless -- MAC Filter

Select SSID: |GOLDWEE_82477C = |

MAC Restrict Mode: % pisabled ' allow ' Deny

MAC Address | Remove

Add] Remove |
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This page is used to allow or reject the wireless clients to access the wireless

network of the wireless router.

In this page, you can add or remove the MAC filters.

The MAC restrict modes include Disabled, Allow, and Deny.

® Disabled: Disable the wireless MAC address filtering function.

® Allow: Allow the wireless clients with the MAC addresses in the MAC
Address list to access the wireless network of the wireless router.

® Deny: Reject the wireless clients with the MAC addresses in the MAC
Address list to access the wireless network of the wireless router.

Click the Add button to display the following page.

Wireless -- MAC Filter
Enter the MAC address and click 'Apply/Save' to add the MAC address to the wireless MAC address filters,

MAC Address:

In this page, enter the MAC address of the wireless client, and then click the
Apply/Save button to add the MAC address to the MAC address list.

5.4.4. Wireless Bridge
Choose Wireless > Wireless Bridge to display the following page.

Wireless -- Bridge

ss Bridge (also known
nt functionality.

ct Disabled in Bridge
ng Enabled or Enabled(Scan)

Click "Apply/Save" to configure the bridge options.

AP Mode: Access Point -
Bridge Restrict: Enabled v

Remate Bridges MAC Address:

This page allows you to configure the wireless bridge features of the wireless
LAN interface.

® AP mode: you may select Access Point or Wireless Bridge.

® Bridge Restrict: Enable or disable the bridge restrict function.

® Remote Bridges MAC Address: Enter the remote bridge MAC address.
After setting, click the Apply/Save button to save and apply the settings.
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5.4.5. Advanced

Choose Wireless > Advanced to display the following page. This page allows
you to configure the advanced features of the wireless LAN interface. Usually,
you do not need to change the settings in this page.

Wireless -- Advanced

This page allws you to configure advanced features of the wireless LAN interface. You can select a particular channel on which to
e e transmission rate to a particular speed, set the fragmentation threshold, set the RTS threshold, set the wakeup

erval for the access point, set XPress mode and set whether short or

clients in power-save mode, set the beacor
eambl sed
Click 'Apply/Save' to configure the advanced wireless options

Band: m

Channel: m Current: 1 (interference: acceptable)
Auto Channel Timer{min) 0

802.11n/EWC: [fwte 7]

Bandwidth: 20MHz in Both Bands j(urrent: 20MHz
Control Sideband: m Current: N/A
802.11n Rate: Auto =]

802.11n Protection: m

Support 802.11n Client Only: m

RIFS Advertisement: 0ff -

0BSS Co-Existance: [Dizable 5]

RX Chain Power Save: m Powser Save status: Full Power
RX Chain Power Save Quiet l—

Time: -

RX Chain Power Save PPS: 10

54g Rate: m

Multicast Rate: m

Basic Rate: Defanlt =l

Fragmentation Threshold:

2348
RTS Threshald: 2347
1

DTIM Interval:

roreneey [
Transmit Power: [To0% =]
WMM(Wi-Fi Multimedia): [Enabled =]
WMM No Acknowledgement:  [Disabled ¥]
WMM APSD: [Erabled =]
Apply/Save
® Band: The radio frequency remains at 2.4GHz.
® Channel: Fill in the appropriate channel to correspond with your network
settings. All devices in your wireless network must use the same channel
in order to work correctly. This router supports auto channeling
functionality.
® Auto Channel Timer (min): Specifies the timer of auto channelling.
® 802.11n/EWC: Select disable 802.11n or Auto.
® Bandwidth: Select the bandwidth for the network.
® 802.11n Rate: Select the transmission rate for the network. The rate of

data transmission should be set depending on the speed of your wireless
network. You can select from a range of transmission speeds, or you can
select Auto to have the Router automatically use the fastest possible data
rate and enable the Auto-Fallback feature. Auto-Fallback will negotiate
the best possible connection speed between the Router and a wireless
client. The default value is Auto.
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802.11n Protection: The 802.11n standards provide a protection method
so 802.11b/g and 802.11n devices can co-exist in the same network
without “speaking” at the same time.

Support 802.11n Client Only: Only stations that are configured in 802.11n
mode can associate.

Multicast Rate: Select the multicast transmission rate for the network.
The rate of data transmission should be set depending on the speed of
your wireless network. You can select from a range of transmission speeds,
or you can select Auto to have the Router automatically use the fastest
possible data rate and enable the Auto-Fallback feature. Auto-Fallback

will negotiate the best possible connection speed between the Router

and a wireless client. The default value is Auto.

Basic Rate: Select the basic transmission rate ability for the AP.

Fragmentation Threshold: Packets that are larger than this threshold are
fragmented into multiple packets. Try to increase the fragmentation
threshold if you encounter high packet error rates. Do not set the
threshold too low, since this can result in reduced networking
performance.

RTS Threshold: This value should remain at its default setting of

2347 .Should you encounter inconsistent data flow, only minor reductions
are recommended. Should you encounter inconsistent data flow, only
minor reduction of the default value, 2347, is recommended. If a network
packet is smaller than the preset RTS threshold size, the RTS/CTS
mechanism will not be enabled. The Router sends Request to Send (RTS)
frames to a particular receiving station and negotiates the sending of a
data frame. After receiving an RTS, the wireless station responds with a
Clear to Send (CTS) frame to acknowledge the right to begin transmission.
The RTS Threshold value should remain at its default value of 2347.

DTIM Interval: (Delivery Traffic Indication Message) Enter a value

between 1 and 255 for the Delivery Traffic Indication Message (DTIM.) A
DTIM is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

Beacon Interval: A beacon is a packet of information that is sent from a
connected device to all other devices where it announces its availability
and readiness. A beacon interval is a period of time (sent with the beacon)
before sending the beacon again. The beacon interval may be adjusted in
milliseconds (ms). Default (100) is recommended.
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® XPress Technology: Select Enable or Disable. This is a special accelerating
technology for IEEE802.11g. The defaule is Disabled.

® Transmit Power: Adjust the transmission range here. This tool can be
helpful for security purposes if you wish to limit the transmission range.

Click Apply/Save to configure the advanced wireless options and make the
changes take effect.

Note:

The advanced wireless setting is only for the advanced user. For the
common user, do not change any settings in this page.

5.4.6. Station Info
Choose Wireless > Station Info to display the following page.

Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status

MAC | Associated | Authorized | SSID | Interface

This page shows the authenticated wireless stations and their status.

5.5. Diagnostics
Click Diagnostics > Diagnostics, and the following page appears.

pppoe_0_0_35 Diagnostics

‘‘‘‘‘‘ tion. The individual tests are listed below. If a test displays a fail status, click
ak

e sure the fail status is consistent. If the test continues to fail, click

H
E}w

Help
Test the connection to your DSL service provider
Test xDSL Synchronization FAIL Help
Test ATM OAM F5 segment ping: Help
Test ATM DAM F5 end-to-end ping: Help

ou ider
Test PPP server connedi tion: Help
Test authentication with ISP: Help

Test the assigned IP address: Help
Ping default gateway: FAIL Help
Ping primary Domain Name Server: FAIL Help
Test|  Testwith OAM F4

Your modem is capable of testing your DSL connection. The individual tests

are listed below. If the test continues to fail, click Help and follow the
troubleshooting procedures.
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5.6. Management

5.6.1. Settings
Backup
Choose Management > Settings > Backup to display the following page.

Settings - Backup

Backup Broadband Router configurations. You may save your router configurations to a file on your PC

Backup Settings

In this page, click the Backup Settings button to save your router’s settings to
your local PC.

Update

Choose Management > Settings > Update, and the following page appears.

Tools -- Update Settings

Update Broadband Router settings. You may update your router settings using your saved files,

Settings File Name:
Update Settings

In this page, click the Browse... button to select the correct new settings file,
and then click the Update Settings button to update the router’s settings.
Restore Default

Choose Management > Settings > Restore Default to display the following
page.

Tools -- Restore Default Settings

Restore Broadband Router settings to the factory defaults,

[ Restore Default Settings ]

In this page, click the Restore Default Settings button, and then the system
returns to the default settings.

5.6.2. TR-069 Client
Choose Management > TR-069Client to display the following page.
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TR-069 client - Configuration

WAN Management Protocol (TR-069) allows a Auto-Cenfiguration Server (ACS) to perform aute-configuration, provision, collection
and diagnostics to this device.

Select the desired values and click 'Apply/Save' to configure the TR-062 client options.

¥ Enable WAN Management Protocol (TR-069)
Inform @ Disable € Enable

Inform Interval: 200

ACS URL: l—
ACS User Name: fpamin |
ACS Password: ~ |esses

WAN Interface used by TR-069 client: Any WAN =

Display SOAP messages on serial console (% Disable © Enahble

¥ Connection Request Authentication

Connection Request User Name: admin
Connection Request Password: ~ |essss

Connection Request Part: 30005
Connection Request URL:

Apply/Save | GetRPCMethods

WAN Management Protocol (TR-069) allows an Auto-Configuration Server

(ACS) to perform auto-configuration, provision, collection, and diagnostics to
this device.

In this page, you may configure the parameters such as the ACS URL, ACS
password, and connection request user name.

After setting, click the Apply/Save button to save and apply the settings.

5.6.3. Access Control
Passwords

Choose Management > Access Control > Passwords, and the following page
appears.

Access Control -- Passwords
Access to your DSL router is controlled through three user accounts:admin,support and user
The user name "admin" has unrestricted access to change and view configuration of\n your DSL Router

The user name "support” is used to allow an ISP technician to access your\n DSL Router for maintenance
and to run diagnostics

The user name "user" can access the DSL Router, view configuration settings\n and statistics, as well as,
update the router\'s software

Use the fields below to enter up to 16 characters and click 'Apply/Save' to change or create passwords.
Note: Password cannot contain a space

Username:

New Username:

Old Password:

New Password:

Confirm Password:

In the page, you can modify the username and password of different users.
After setting, click the Apply/Save button to save and apply the settings.
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Services Control
Choose Management > Access Control > Services Control and the following
page appears.

Access Control -- Services

Services access control list (SCL) enable or disable the running services

Services | LAN WAN

HTTP ¥ enable | I enable

TELNET | ™ enable | I enable

[y

FTP ¥ enable | I enable

TFTFP ¥ enable | [T enable

ICMP [# enable | I enable

1

=)

AT

SNMP ¥ enable | I enable | |1

T
N
en

SAMBA | ¥ enable | I enable

Apply/Save |

In this page, you can enable or disable the different types of services. It is
recommended to keep it as default.

After setting, click the Apply/Save button to save and apply the settings.

5.6.4. Update Software
Choose Management > Update Software, and the following page appears.

Tools -- Update Software

Step 1: Chtain an updated software image file from your ISP,

Step 2: Enter the path o the image file location in the box below or click the 'Browse' button to locate the image file,
Step 3: Click the 'Update Software' button once to upload the nes image file,

NOTE: The update process takes about 2 minutes to complete, and your Broadband Router will reboot,

Saoftware File Mame:
Update Software

If you want to upload the software, click the Browse... button to choose the
new software, and then click the Update Software button.

Note:

When software update is in progress, do not shut down the router. After
software update completes, the router automatically reboots.

Please make sure that the new software for updating is correct, and do not use
other software to update the router.
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5.6.5. Reboot
Choose Management > Reboot and the following page appears.

Click the button below to reboot the router.

In this page, click the Reboot button, and then the router reboots.
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Appendix I: How to Install and Access the USB Storage

1. Plug USB storage into USB on AR-7288WnA.
2. Log in web management. (Example: HTTP://192.168.2.1)

3. Choose Advanced Setup > Storage Service Storage Device Info,
and the following page appears. In this page, you can view the USB
device info.

Storage Service

The Storage service allows you to use Storage devices with modem to be more easily accessed

Volumename | PhysicalMedium | FileSystem | Total Space | Used Space

usb0_1 PhysicalMedium. viat 30527MB ZME

4. Choose Advanced Setup > Storage Service > User Accounts,
and the following page appears. In this page, you may add or remove
storage user accounts.

Storage UserAccount Configuration

Choose Add, or Remove to configure User Accounts

UserName Remove

Click the Add button to display the following page.

Storage User Account Setup

Enter the user name, password and volume name, and then click
Apply/Save to finish setting up an account.

To delete an account, select it in the Storage UserAccount
Configuration page, and then click Remove.
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5. Click Start, input \192.168.2.1 (192.168.2.1 is IP address of AR-
7288WnA), and then press Enter.

Searching...
' See more results
2
W02.168.2.1] % | | Shutdown | » |
20 © =
._ITHJ

6. Enter username and password which you have added at step 4, and
then click OK.

Windows Security @

Enter Network Password
Enter your password to connect to: 192.168.2.1

—_— |edimax |

| |
| D | — |
| Domain: SUPPORT-MEB

[7] Remember my credentials

11
|B' Insert a smart card

&3 Logon failure: unknown user name or bad password.

Ok ] [ Cancel

7. It will display the USB device. Double click left mouse on the fold,
and then you are able to access the data in the USB storage.

usb0 1

|
Share

87



Appendix Il

The following are the general settings usually provided by the
Internet Service Providers (ISP).

Upon running the “setup wizard” on CD-ROM (See Quick
Installation Guide page 8) OR “Quick Start” (See Quick Installation
Guide page 10), all the below Settings (Pointers No. 1 & No. 2) are
Pre-Set in AR-7288WnA; except Pointer No. 3, Username and
Password (As provided by your ISP). Need to be Input by User
accordingly.

General Setting For Australia

1) VPI/VCI set to 8/35

2) Protocol set to PPP over Ethernet (PPPoE) (RFC 2516) with LLC

encapsulation

3) Username and password set according to the user ID that the

customer has on the service they are
trying to connect to (either ISP or corporate). The user name must be
set to the user ID followed by an @ symbol followed by the domain
name e.q. example1@isp1.com.au or example2@isp2.net.au

General Setting For New Zealand
1) VPI/VCI set to 0/100
2) Protocol set to PPP over ATM (PPPoA) (RFC 2364) with VC-
multiplexed encapsulation
3) Username and password set according to the user ID that the
customer has on the service they are
trying to connect to (either ISP or corporate). The user name must be
set to the user ID followed by an @ symbol followed by the domain
name e.qg. example@isp.co.nz
4) Operating Mode set to G.992.1, G.DMT or ANSI T1.413 iss 2 but not
G.Lite or G.992.2

Note that:

1. Reset the device to factory defaults (see Quick Installation Guide
page 4.) if you have difficulty to setup your User Name and Password
or if you would like to setup new user name or password.

2. Please contact your ISP (Internet Service Provider) if you are not
sure about your ADSL 2/2+ modem setup information.
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PTC General Warning

The grant of a Telepermit for any item of terminal equipment indicates
only that Telecom has accepted that the item complies with minimum
conditions for connection to its network. It indicates no endorsement of
the product by Telecom, nor does it provide any sort of warranty. Above
all, it provides no assurance that any item will work correctly in all
respects with another item of Telepermitted equipment of a different
make or model, nor does it imply that any product is compatible with all
of Telecom's network services.

Distributed by:

TechBrands by Electus Distribution Pty Ltd.
320 Victoria Road

Rydalmere, NSW 2116 Australia
www.techbrands.com

Tel: 1300 738 555

Int’l: +61 2 8832 3200

Fax: 1300 738 500

Manufactured by:

Edimax Technology Australia Pty Ltd

Level 1, 203 Blackburn Road, Mt Waverley, VIC3152, Australia
+61-8-61022811 (AUS) +64-9-8870589(N2)
support@edimax-au.com / www.edimax.com

Australia Support Toll Free Number #1300 540 833
New Zealand Support Toll Free Number #0800 452 922
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Trouble Shooting

Question

Answer

Why are all the indicators | -

off?

Check the connection between the power
adapter and the power socket.
Check whether the power switch is turned on.

Why is the LAN indicator
off?

Check the connection between the device and
your PC, hub or switch.

Check the running status of the computer, hub,
or switch.

Why is the ADSL
indicator off?

Check the connection between the Line port of the
device and the wall jack.

Why does Internet access
fail while the ADSL
indicator is on?

Check whether the VPI, VCI, user name and
password are correctly entered.

Why can | not access the
web configuration page
of the DSL router?

Choose Start > Run from the desktop, and ping
192.168.2.1 (IP address of the DSL router). If the
DSL router is not reachable, check the type of
network cable, the connection between the DSL
router and the PC, and the TCP/IP configuration of
the PC.

How to load the default
settings after incorrect
configuration?

To restore the factory default settings, turn on the
device, and press the reset button for about 3
seconds, and then release it. The default IP address
and the subnet mask of the DSL router are
192.168.2.1 and 255.255.255.0, respectively.

User/password of super user: admin/1234
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EU Declaration of Conformity

English:  This equipment is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC, 2009/125/EC.

Francgais: Cet équipement est conforme aux exigences essentielles et autres dispositions de
la directive 1999/5/CE, 2009/125/CE

Cestina:  Toto zafizeni je v souladu se zakladnimi poZadavky a ostatnimi pFisludnymi
ustanovenimi smérnic 1999/5/ES, 2009/125/ES.

Polski: Urzadzenie jest zgodne z ogdlnymi wymaganiami oraz szczegolnymi warunkami
okreslonymi Dyrektywg UE 1999/5/EC, 2009/125/EC

Romana: Acest echipament este in conformitate cu cerintele esentiale si alte prevederi
relevante ale Directivei 1999/5/CE, 2009/125/CE.

Pycckun: 310 060pynoBaHMe COOTBETCTBYET OCHOBHbLIM TPEOOBAHUAM N NONOXEHUAM
OupekTtusbl 1999/5/EC, 2009/125/EC.

Magyar: Ez a berendezés megfelel az alapvetd kdvetelményeknek és mas vonatkozo
iranyelveknek (1999/5/EK, 2009/125/EC)

Tirkge: Bu cihaz 1999/5/EC, 2009/125/EC direktifleri zorunlu istekler ve diger hukumlerle ile
uyumludur.

YkpaiHcbka: O6nagHaHH4A Bignosigae Bumoram i ymosam ampektnen 1999/5/EC, 2009/125/EC.

Slovenéina: Toto zariadenie spifia zakladné poziadavky a dalSie prisluné ustanovenia
smernic 1999/5/ES, 2009/125/ES.

Deutsch: Dieses Gerat erflllt die Voraussetzungen gemaf} den Richtlinien 1999/5/EC,
2009/125/EC.

Espanol: El presente equipo cumple los requisitos esenciales de la Directiva 1999/5/EC,
2009/125/EC.

Italiano:  Questo apparecchio & conforme ai requisiti essenziali e alle altre disposizioni
applicabili della Direttiva 1999/5/CE, 2009/125/CE.

Nederlands: Dit apparaat voldoet aan de essentiéle eisen en andere van toepassing zijnde
bepalingen van richtlijn 1999/5/EC, 2009/125/EC.

Portugués: Este equipamento cumpre os requesitos essénciais da Directiva 1999/5/EC,
2009/125/EC

Norsk: Dette utstyret er i samsvar med de viktigste kravene og andre relevante regler i
Direktiv 1999/5/EC, 2009/125/EC.

Svenska: Denna utrustning ar i 6verensstammelse med de vasentliga kraven och dvriga
relevanta bestammelser i direktiv 1999/5/EG, 2009/125/EG.

Dansk: Dette udstyr er i overensstemmelse med de vaesentligste krav og andre relevante
forordninger i direktiv 1999/5/EC, 2009/125/EC.

Suomi: Tama laite tayttaa direktiivien 1999/5/EY, 2009/125/EY oleelliset vaatimukset ja
muut asiaankuuluvat maaraykset.

COPOIOOODDODD O\
POPOPROPOOOD Ce & @

N20379

WEEE Directive & Product Disposal

E At the end of its serviceable life, this product should not be treated as household or general waste. It should be
handed over to the applicable collection point for the recycling of electrical and electronic equipment, or returned
to the supplier for disposal.
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Declaration of Conformity

We, Edimax Technology Co., LTD., declare under our sole responsibility, that the equipment described
below complies with the requirements of the European Council directive (1995/5/EC, 2006/95/EC).

Equipment: N300 Wireless ADSL Modem Router
Model No.: AR-7288WnA

The following European standards for essential requirements have been followed:

Spectrum: ETSI EN 300 328 : VV1.8.1(2012-06)
EMC: EN 301 489-1V1.9.2(2011-09)
EN 301 489-17 V2.2.1(2012-09)
EMF: EN 50385:2002
Safety (LVD) :  IEC 60950-1:2005(2nd)+A1:2009
EN 60950-1 : 2006+A11:2009+A1:2010+A12:2011

Edimax Technology Co., Ltd.
No. 3, Wu Chuan 3rd Road,
Wu-Ku Industrial Park.
New Taipei City, Taiwan

Date of Signature: March, 2014
Signature: W
Printed Name: Albert Chang
Title: . Director

Edimax Technology Co., Ltd.
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